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STM32U575xx

Ultra-low-power Arm® Cortex®-M33 32-bit MCU+TrustZone®+FPU,
240 DMIPS, up to 2 MB Flash memory, 786 KB SRAM

Features

Includes ST state-of-the-art patented
technology

Ultra-low-power with FlexPowerControl
e 1.71V to 3.6 V power supply
e 40 °C to +85/125 °C temperature range

e Low-power background autonomous mode
(LPBAM): autonomous peripherals with DMA,
functional down to Stop 2 mode

e Vpgat mode: supply for RTC, 32 x 32-bit backup
registers and 2-Kbyte backup SRAM

e 160 nA Shutdown mode (24 wake-up pins)
e 210 nA Standby mode (24 wake-up pins)

e 530 nA Standby mode with RTC

e 1.9 pA Stop 3 mode with 16-Kbyte SRAM
e 4.3 yA Stop 3 mode with full SRAM

e 4.0 pyA Stop 2 mode with 16-Kbyte SRAM
e 8.95 pA Stop 2 mode with full SRAM

e 19.5 yA/MHz Run mode @ 3.3 V

Core

o Arm® 32-bit Cortex®-M33 CPU with
TrustZone®, MPU, DSP, and FPU

ART Accelerator

o 8-Kbyte instruction cache allowing 0-wait-state
execution from flash and external memories:
up to 160 MHz, 240 DMIPS

o 4-Kbyte data cache for external memories

Power management

e Embedded regulator (LDO) and SMPS
step-down converter supporting switch
on-the-fly and voltage scaling

Benchmarks
e 1.5 DMIPS/MHz (Drystone 2.1)
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LQFP48 (7 x 7 mm) UFQFPN48 WLCSP90 UFBGA132
LQFP64(10x10 mm) (7 x 7 mm) (4.2 x 3.95 mm) (7x 7 mm)
LQFP100 (14 x 14 mm) UFBGA169
LQFP144 (20 x 20 mm) (7 x 7 mm)

e 651 CoreMark® (4.07 CoreMark®/MHz)
e 450 ULPMark™-CP

e 109 ULPMark™-PP

e 51.5 ULPMark™-CM

e 133000 SecureMark™-TLS

Memories

o 2-Mbyte flash memory with ECC, 2 banks
read-while-write, including 512 Kbytes with
100 kcycles

o 786-Kbyte SRAM with ECC OFF or 722-Kbyte
SRAM including up to 322-Kbyte SRAM with
ECC ON

e External memory interface supporting SRAM,
PSRAM, NOR, NAND, and FRAM memories

e 2 Octo-SPI memory interfaces

Security

e Arm® TrustZone® and securable 1/0s,
memories, and peripherals

¢ Flexible life cycle scheme with RDP and
password protected debug

¢ Root of trust thanks to unique boot entry and
secure hide protection area (HDP)

e Secure firmware installation (SFI) thanks to
embedded root secure services (RSS)

e Secure firmware upgrade support with TF-M
o HASH hardware accelerator

e True random number generator, NIST
SP800-90B compliant

e 96-bit unique ID
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e 512-byte OTP (one-time programmable)
e Active tampers

Clock management

e 4 to 50 MHz crystal oscillator

e 32 kHz crystal oscillator for RTC (LSE)

¢ Internal 16 MHz factory-trimmed RC (+1%)
e Internal low-power 32 kHz RC (£5%)

e 2 internal multispeed 100 kHz to 48 MHz
oscillators, including one autotrimmed by LSE
(better than £0.25% accuracy)

e Internal 48 MHz with clock recovery
e 3 PLLs for system clock, USB, audio, ADC

General-purpose input/outputs

e Up to 136 fast I/Os with interrupt capability
most 5V-tolerant and up to 14 1/Os with
independent supply down to 1.08 V

Up to 17 timers and 2 watchdogs

e 2 16-bit advanced motor-control, 4 32-bit,
5 16-bit, 4 low-power 16-bit (available in Stop
mode), 2 SysTick timers and 2 watchdogs

e RTC with hardware calendar and calibration

Up to 22 communication peripherals

e 1 USB Type-C®/USB power delivery controller
1 USB OTG 2.0 full-speed controller

e 2 SAls (serial audio interface)

e 412C FM+(1 Mbit/s), SMBus/PMBus®

e 6 U(S)ART (SPI, ISO 7816, LIN, IrDA, modem)
e 3 SPI (+2 with OCTOSPI +3 with USART)

e 1 CAN FD controller

e 2 SDMMC interfaces

* 1 multifunction digital filter (6 filters) + 1 audio
digital filter with sound-activity detection

e Parallel synchronous slave interface

16- and 4-channel DMA controllers,
functional in Stop mode

Graphic features

e Chrom-ART Accelerator (DMA2D) for
enhanced graphic content creation

¢ 1 digital camera interface

Mathematical coprocessor

e CORDIC for trigonometric functions
acceleration

o Filter mathematical accelerator (FMAC)

Up to 22 capacitive sensing channels

e Support touch key, linear, and rotary touch
sensors

Rich analog peripherals (independent

supply)

e 14-bit ADC 2.5-Msps with hardware
oversampling

e 12-bit ADC 2.5-Msps, with hardware
oversampling, autonomous in Stop 2 mode

e 2 12-bit DAC, low-power sample and hold
e 2 operational amplifiers with built-in PGA
e 2 ultra-low-power comparators

CRC calculation unit

Debug

o Development support: serial-wire debug
(SWD), JTAG, Embedded Trace Macrocell™
(ETM)

ECOPACK2 compliant packages

Table 1. Device summary

Reference Part numbers
ISTM32U575AG, STM32U575Al1, STM32U575CG, STM32U575CI, STM32U5750G,
STM32U575xx ISTM32U5750I1, STM32U575QG, STM32U575Ql, STM32U575RG, STM32U575R,
STM32U575VG, STM32U575VI, STM32U575Z2G, STM32U575ZI
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Introduction

This document provides the ordering information and mechanical device characteristics of
the STM32U575xx microcontrollers.

For information on the Arm®@) Cortex®-M33 core, refer to the Cortex®-M33 Technical
reference manual, available from the www.arm.com website.

For information on the device errata with respect to the datasheet and reference manual,
refer to the STM32U575xx and STM32U585xx errata sheet (ES0499).

arm

CERTIFIED

a. Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
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Description

The STM32U575xx devices belong to an ultra-low-power microcontrollers family
(STM32U5 series) based on the high-performance Arm® Cortex®-M33 32-bit RISC core.
They operate at a frequency of up to 160 MHz.

The Cortex®-M33 core features a single-precision FPU (floating-point unit), that supports all
the Arm® single-precision data-processing instructions and all the data types.

The Cortex®-M33 core also implements a full set of DSP (digital signal processing)
instructions and a MPU (memory protection unit) that enhances the application security.

The devices embed high-speed memories (up to 2 Mbytes of flash memory and 786 Kbytes
of SRAM), an FSMC (flexible external memory controller) for static memories (for devices
with packages of 90 pins and more), two Octo-SPI flash memory interfaces (at least one
Quad-SPI available on all packages) and an extensive range of enhanced 1/Os and
peripherals connected to three APB buses, three AHB buses and a 32-bit multi-AHB bus
matrix.

The devices offer security foundation compliant with the TBSA (trusted-based security
architecture) requirements from Arm®. It embeds the necessary security features to
implement a secure boot, secure data storage and secure firmware update. Besides these
capabilities, the devices incorporate a secure firmware installation feature that allows the
customer to secure the provisioning of the code during its production. A flexible lifecycle is
managed thanks to multiple levels of readout protection and debug unlock with password.
Firmware hardware isolation is supported thanks to securable peripherals, memories and
I/Os, and privilege configuration of peripherals and memories.

The devices feature several protection mechanisms for embedded flash memory and
SRAM: readout protection, write protection, secure, and hide protection areas.

The devices embed several peripherals reinforcing security: with DPA resistance, a HASH
hardware accelerator, and a true random number generator.

The devices offer active tamper detection and protection against transient and
environmental perturbation attacks, thanks to several internal monitoring generating secret
data erase in case of attack. This helps to fit the PCI requirements for point of sales
applications.

The devices offer one fast 14-bit ADC (2.5 Msps), one 12-bit ADC (2.5 Msps), two
comparators, two operational amplifiers, two DAC channels, an internal voltage reference
buffer, a low-power RTC, four 32-bit general-purpose timers, two 16-bit PWM timers
dedicated to motor control, three 16-bit general-purpose timers, two 16-bit basic timers and
four 16-bit low-power timers.

The devices support an MDF (multifunction digital filter) with six filters dedicated to the
connection of external sigma-delta modulators. Another low-power digital filter dedicated to
audio signals is embedded (ADF), with one filter supporting sound-activity detection. The
devices embed also a Chrom-ART Accelerator dedicated to graphic applications, and
mathematical accelerators (a trigonometric functions accelerator plus a filter mathematical
accelerator). In addition, up to 22 capacitive sensing channels are available.

The devices also feature standard and advanced communication interfaces such as:
four I2Cs, three SPIs, three USARTSs, two UARTS, one low-power UART, two SAls, one
digital camera interface (DCMI), two SDMMCs, one FDCAN, one USB OTG full-speed,
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one USB Type-C /USB Power Delivery controller, and one generic synchronous 8-/16-bit
PSSI (parallel data input/output slave interface).

The devices operate in the —40 to +85 °C (+105 °C junction) and —40 to +125 °C
(+130 °C junction) temperature ranges from a 1.71 to 3.6 V power supply.

A comprehensive set of power-saving modes allow the design of low-power applications.
Many peripherals (including communication, analog, timers, and audio peripherals) can be
functional and autonomous down to Stop mode with direct memory access, thanks to
LPBAM support (low-power background autonomous mode).

Some independent power supplies are supported like an analog independent supply input
for ADC, DACs, OPAMPs and comparators, a 3.3 V dedicated supply input for USB and

up to 14 I/Os that can be supplied independently down to 1.08 V. A VBAT input is available
for connecting a backup battery in order to preserve the RTC functionality and to backup 32
32-bit registers and 2-Kbyte SRAM.

The devices offer eight packages from 48 to 169 pins.

Table 2. STM32U575xx features and peripheral counts

) o) 0] ) %) o) o)
O 74 (®) > g N <
wn n n n n g n
. b b b 5 5 5 5
Peripherals 3 3 2 3 2 3 3
AN [ N [ N N [
(2] (2] ™ ™ (a2} ™ (2]
= = = = = = =
= = = = = = =
7] (7] (%) (7)) (7] 72 (7]
Flash memory (Mbytes) 1 (for STM32U575xG) - 2 (for STM32U575xl)
System (Kbytes) 784 (192+64+512+16)
SRAM
Backup (bytes) 2048 backup SRAM + 128 backup registers
External memory controller for 1) @)
static memories (FSMC) No Yes Yes
OCTOSPI 20 2
Advanced control 2 (16 bits)
General purpose 4 (32 bits) and 3 (16 bits)
Basic 2 (16 bits)
Timers Low power 4 (16 bits)
SysTick timer 2
Watchdog timers
(independent, 2
window)
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Table 2. STM32U575xx features and peripheral counts (continued)

@ o) 0] o %) o) o)
(&) 14 (@) > (¢} N <
n n n wn n wn n
. N N~ N ~ N 5 5
Peripherals 2 2 S 3 2 3 2
N [ N [ N AN N
™ (2] ™ ™ (a2} (0] (a2}
= = = = = = =
= = = = = = =
(%) (7] (%) (7)) (7] 7] (7]
SPI 3
12C 4
USART 3
UART 1
LPUART 1
Communication | SAIl 1
interfaces FDCAN 1
OTG FS Yes
UCPD Yes
SDMMC 0 2@
Camera interface No Yes/No(®) Yes
PSSI No Yes/No(®) Yes
Yes Yes
MDF Iti-function digital filt
(multi-function digital filter) (2 filters) (6 filters)
ADF (audio digital filter) Yes
CORDIC co-processor Yes
FMAC (filter mathematical
Yes
accelerator)
RTC (real-time clock) Yes
Tamper pins (without SMPS / 4 ) 7 7
with SMPS) 3/3 /3 /8 8/ 8/8 8/ 8/8
Active tampers (without SMPS /
True random number generator Yes
HASH (SHA-256) Yes
GPIOs (without SMPS / 37/33 | 51/47 69 | 82/79 |110/106| 114 /111 | 136/ 133
with SMPS)
Wake-up pins (without SMPS /
with SMPS) 17 /15 18/17 23 23/22 | 24/24 24123 | 24/24
Number of I/Os down to 1.08 V
(without SMPS / with SMPS) 0/0 0/0 6 0/0 13/10 14 /13 14 /11
Capacitive sensing
Number of channels (without SMPS 5/4 10/9 1 19/18 | 22/22 22/21 22122
/ with SMPS)
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Table 2. STM32U575xx features and peripheral counts (continued)

5 | 3 | 3 |8 | 3|3 |3
(&) 14 (o] > (¢} N <
e} n ) in e} 10 0
. N~ N N~ 5 N 5 5
Peripherals 3 3 3 3 2 3 3
N N N N N N N
) ) ) ™ ) (] )
= = = = = = =
= = = = = = =
»n n (/2] (2] (7] [72) n
12-bit ADC 1
14-bit ADC 1
ADC Nbr of channels
(without SMPS / 11710 17 /15 16 20/18 24 /24 24 /22 24 /24
with SMPS)
Number of 12-bit
DAC D-to-A converters 2
Internal voltage reference buffer No Yes
Analog comparator 2
Operational amplifiers 2
Maximum CPU frequency 160 MHz
Operating voltage 1711036V
Operating temperature Ambient operating temperature: —40 to +85 °C / —40 to +125 °C
P 9 P Junction temperature: —40 to +105 °C / —40 to +130 °C
LQFP48
! WLCSP LQFP UFBGA UFBGA
Package UF?BFPN LQFP64 920 100 132 LQFP144 169
1. For the WLCSP90 package, FSMC can only support 8-bit LCD interface.
2. Forthe LQFP100 package, only FSMC Bank1 is available. Bank1 can only support a multiplexed NOR/PSRAM memory
using the NE1 chip select.
3. Two OCTOSPIs are available only in Muxed mode.
4. When both are used simultaneously, one supports only SDIO interface.
5. Available on packages without SMPS, not available on packages with SMPS.
6. Active tampers in output sharing mode (one output shared by all inputs).

3
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Figure 1. STM32U575xx block diagram
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Functional overview

Arm Cortex-M33 core with TrustZone and FPU

The Cortex-M33 with TrustZone and FPU is a highly energy-efficient processor designed for
microcontrollers and deeply embedded applications, especially those requiring efficient
security.

The Cortex-M33 processor delivers a high computational performance with low-power
consumption and an advanced response to interrupts. It features:

e  Arm TrustZone technology, using the Armv8-M main extension supporting secure and
nonsecure states

e MPUs (memory protection units), supporting up to 16 regions for secure and
nonsecure applications

e Configurable SAU (secure attribute unit) supporting up to eight memory regions as
secure or nonsecure

e  Floating-point arithmetic functionality with support for single precision arithmetic

The processor supports a set of DSP instructions that allows an efficient signal processing
and a complex algorithm execution.

The Cortex-M33 processor supports the following bus interfaces:

e  System AHB bus:

The S-AHB (system AHB) bus interface is used for any instruction fetch and data
access to the memory-mapped SRAM, peripheral, external RAM and external device,
or Vendor_SYS regions of the Armv8-M memory map.

e Code AHB bus:
The C-AHB (code AHB) bus interface is used for any instruction fetch and data access
to the code region of the Armv8-M memory map.

Figure 1 shows the general block diagram of the STM32U575xx devices.

ART Accelerator (ICACHE and DCACHE)

Instruction cache (ICACHE)

The ICACHE is introduced on C-AHB code bus of Cortex-M33 processor to improve
performance when fetching instruction (or data) from both internal and external memories.
ICACHE offers the following features:

e  Multibus interface:

—  Slave port receiving the memory requests from the Cortex-M33 C-AHB code
execution port

—  Master1 port performing refill requests to internal memories (Flash memory and
SRAMs)

—  Master2 port performing refill requests to external memories (external flash
memory and RAMs through Octo-SPI and FMC interfaces)

—  Second slave port dedicated to ICACHE registers access

3
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3.2.2

3

Close to zero wait-states instructions/data access performance:
— 0 wait-state on cache hit

— Hit-under-miss capability, allowing to serve new processor requests while a line
refill (due to a previous cache miss) is still ongoing

—  Critical-word-first refill policy, minimizing processor stalls on cache miss

— Hit ratio improved by two-ways set-associative architecture and pLRU-t
replacement policy (pseudo-least-recently-used, based on binary tree), algorithm
with best complexity/performance balance

—  Dual master ports allowing to decouple internal and external memory traffics, on
fast and slow buses, respectively; also minimizing impact on interrupt latency

—  Optimal cache line refill thanks to AHB burst transactions (of the cache line size)
—  Performance monitoring by means of a hit counter and a miss counter

Extension of cacheable region beyond the code memory space, by means of address
remapping logic that allows four cacheable external regions to be defined

Power consumption reduced intrinsically (more accesses to cache memory rather to
bigger main memories); even improved by configuring ICACHE as direct mapped
(rather than the default two-ways set-associative mode)

TrustZone security support
Maintenance operation for software management of cache coherency

Error management: detection of unexpected cacheable write access, with optional
interrupt raising

Data cache (DCACHE)

The DCACHE is introduced on S-AHB system bus of Cortex-M33 processor to improve the
performance of data traffic to/from external memories.

DCACHE offers the following features:

Multibus interface:

—  Slave port receiving the memory requests from the Cortex-M33 S-AHB system
port

—  Master port performing refill requests to external memories (external flash memory
and RAMs through Octo-SPI and FMC interfaces)

—  Second slave port dedicated to DCACHE registers access
Close to zero wait-states external data access performance:
—  Zero wait-states on cache hit

— Hit-under-miss capability, allowing to serve new processor requests to cached
data, while a line refill (due to a previous cache miss) is still ongoing

—  Critical-word-first refill policy for read transactions, minimizing processor stalls on
cache miss

— Hit ratio improved by two-ways set-associative architecture and pLRU-t
replacement policy (pseudo-least-recently-used, based on binary tree), algorithm
with best complexity/performance balance

—  Optimal cache line refill thanks to AHB burst transactions (of the cache line size)

—  Performance monitoring by means of two hit counters (for read and write) and two
miss counters (for read and write)
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e  Supported cache accesses:

—  Both write-back and write-through policies supported (selectable with AHB
bufferable attribute)

— Read and write-back always allocated
—  Write-through always nonallocated (write-around)
—  Byte, half-word, and word writes supported
e  TrustZone security support
e Maintenance operations for software management of cache coherency:
—  Full cache invalidation (noninterruptible)
— Address range clean and/or invalidate operations (background task, interruptible)

e  Error management: detection of error for master port request initiated by DCACHE (line
eviction or clean operation), with optional interrupt raising

3.3 Memory protection unit

The MPU (memory protection unit) is used to manage the CPU accesses to the memory
and to prevent one task to accidentally corrupt the memory or the resources used by any
other active task. This memory area is organized into up to 16 protected areas.

The MPU regions and registers are banked across secure and nonsecure states.

The MPU is especially helpful for applications where some critical or certified code must be
protected against the misbehavior of other tasks. It is usually managed by an RTOS
(real-time operating system).

If a program accesses a memory location that is prohibited by the MPU, the RTOS can
detect it and take action. In an RTOS environment, the kernel can dynamically update the
MPU area setting based on the process to be executed.

The MPU is optional and can be bypassed for applications that do not need it.

3.4 Embedded flash memory

The devices feature up to 2 Mbytes of embedded flash memory that is available for storing
programs and data. The flash memory supports 10 000 cycles and up to 100 000 cycles
on 512 Kbytes.

A 128-bit instruction prefetch is implemented and can optionally be enabled.

The flash memory interface features:

e  Dual-bank operating modes

e Read-while-write (RWW)

This allows a read operation to be performed from one bank while an erase or program
operation is performed to the other bank. The dual-bank boot is also supported. Each bank
contains 128 pages of 8 Kbytes. The flash memory also embeds 512-byte OTP (one-time
programmable) for user data.

The whole nonvolatile memory embeds the ECC (error correction code) feature supporting:
e  single-error detection and correction

e double-error detection

e ECC fail address report

3
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3.41 Flash memory protection

The option bytes allow the configuration of flexible protections:

e write protection (WRP) to protect areas against erasing and programming. Two areas
per bank can be selected with 8-Kbyte granularity.

e RDP (readout protection) to protect the whole memory, has four levels of protection
available (see Table 3 and Table 4):

— Level 0: no readout protection
— Level 0.5: available only when TrustZone is enabled

All read/write operations (if no write protection is set) from/to the nonsecure flash
memory are possible. The debug access to secure area is prohibited.
Debug access to nonsecure area remains possible.

—  Level 1: memory readout protection

The flash memory cannot be read from or written to if either the debug features
are connected or the boot in RAM or bootloader are selected. If TrustZone is
enabled, the nonsecure debug is possible and the boot in SRAM is not possible.
Regressions from Level 1 to lower levels can be protected by password
authentication.

— Level 2: chip readout protection

The debug features, the boot in RAM and the bootloader selection are disabled.
A secure secret key can be configured in the secure options to allow the
regression capability from level 2 to level 1. By default (key not configured), this
level 2 selection is irreversible and JTAG/SWD interfaces are disabled. If the
secret key was previously configured in lower RDP levels, the device enables the
RDP regression from level 2 to level 1 after password authentication through
JTAG/SWD interface.

Note: In order to reach the best protection level, it is recommended to activate TrustZone and to
set the RDP Level 2 with password authentication regression enabled.

Table 3. Access status versus protection level and execution modes when TZEN =0

User execution (1)
Area RDP (boot from Flash memory) Debug/boot from RAM/ bootloader
level
Read Write Erase Read Write Erase
1 Yes Yes Yes No No No)
Flash main memory
2 Yes Yes Yes N/A N/A N/A
1 Yes No No Yes No No
System memory @
2 Yes No No N/A N/A N/A
1 Yes Yes®) N/A Yes Yes®) N/A
Option bytes(3)
2 Yes No(®) N/A N/A N/A N/A
1 Yes Yes(®) N/A Yes Yes(®) N/A
OTP
2 Yes Yes(®) N/A N/A N/A N/A
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Table 3. Access status versus protection level and execution modes when TZEN = 0 (continued)

User execution (1)
Area RDP (boot from Flash memory) Debug/boot from RAM/ bootloader
level
Read Write Erase Read Write Erase
1 Yes Yes N/A No No N/A()
Backup registers
2 Yes Yes N/A N/A N/A N/A
(8)
SRAM2/backup 1 Yes Yes N/A No No N/A
RAM
2 Yes Yes N/A N/A N/A N/A

When the protection level 2 is active, the debug port, the boot from RAM and the boot from system memory are disabled.
The system memory is only read-accessible, whatever the protection level (0, 1 or 2) and execution mode.

Option bytes are only accessible through the flash memory registers and OPSTRT bit.

The flash main memory is erased when the RDP option byte changes from level 1 to level 0.

SWAP_BANK option bit can be modified.

OTP can only be written once.

The backup registers are erased when RDP changes from level 1 to level 0.

© N o gk w2

All SRAMs are erased when RDP changes from level 1 to level 0.

Table 4. Access status versus protection level and execution modes when TZEN = 1

Area II:B:I (bootl:f:;\ef)l(ae::tln?enmory) Debug/ bootloader"
Read Write Erase Read Write Erase
0.5 Yes Yes Yes Yes(® Yes(®) Yes®)
Flash main memory 1 Yes Yes Yes No No No(®)
2 Yes Yes Yes N/A N/A N/A
0.5 Yes No No Yes No No
System memory ®) 1 Yes No No Yes No No
2 Yes No No N/A N/A N/A
0.5 Yes Yes®) N/A Yes Yes ® N/A
Option bytes(4) 1 Yes Yes(®) N/A Yes Yes(®) N/A
2 Yes No(®) N/A N/A N/A N/A
0.5 Yes Yes(") N/A Yes Yes(") N/A
oTP 1 Yes Yes(”) N/A Yes Yes(”) N/A
2 Yes Yes(”) N/A N/A N/A N/A
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Table 4. Access status versus protection level and execution modes when TZEN = 1 (continued)

Area EB:I (bootl:rs:;ef)l(ae::tr:)enmory) Debug/ bootloader(!
Read Write Erase Read Write Erase
0.5 Yes Yes N/A Yes(®) Yes(®) N/A®)
Backup registers 1 Yes Yes N/A No No N/A®)
2 Yes Yes N/A N/A N/A N/A
0.5 Yes Yes N/A Yes(® Yes@ N/A®)
SRA'\szf;\’AaCk“p 1 Yes Yes N/A No No N/A©)
2 Yes Yes N/A N/A N/A N/A

© © N o g b~ N>

3.4.2

3.4.3

3

When the protection level 2 is active, the debug port and the bootloader mode are disabled.

Depends on TrustZone security access rights.

The system memory is only read-accessible, whatever the protection level (0, 1 or 2) and execution mode.
Option bytes are only accessible through the flash memory registers and OPSTRT bit.

The flash main memory is erased when the RDP option byte regresses from level 1 to level 0.
SWAP_BANK option bit can be modified.

OTP can only be written once.

The backup registers are erased when RDP changes from level 1 to level 0.

All SRAMs are erased when RDP changes from level 1 to level 0.

Additional flash memory protections when TrustZone activated

When the TrustZone security is enabled through option bytes, the whole flash memory is
secure after reset, and the following protections are available:

nonvolatile watermark-based secure flash memory area

The secure area can be accessed only in secure mode. One area per bank can be
selected with a page granularity.

secure HDP (hide protection area)

It is part of the flash memory secure area and can be protected to deny an access to
this area by any data read, write and instruction fetch. For example, a software code in
the secure flash memory hide protection area can be executed only once and deny any
further access to this area until next system reset. One area per bank can be selected
at the beginning of the secure area.

volatile block-based secure flash memory area

Each page can be programmed on-the-fly as secure or nonsecure.

FLASH privilege protection

Each flash memory page can be programmed on-the-fly as privileged or unprivileged.
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3.5.1

3.5.2

3.6
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Embedded SRAMs

Five SRAMs are embedded in the STM32U575xx devices, each with specific features.
SRAM1, SRAM2, and SRAM3 are the main SRAMs. SRAM4 is in the SRAM used for
peripherals LPBAM (low-power background autonomous mode) in Stop 2 mode.

These SRAMs are made of several blocks that can be powered down in Stop mode to

reduce consumption:

e  SRAMH1: three 64-Kbyte blocks (total 192 Kbytes)

e  SRAM2: 8-Kbyte + 56-Kbyte blocks (total 64 Kbytes) with optional ECC. In addition,
SRAM2 blocks can be retained in Standby mode.

e  SRAMS: eight 64-Kbyte blocks (total 512 Kbytes) with optional ECC. When ECC is
enabled, 256 Kbytes support ECC and 192 Kbytes of SRAM3 can be accessed
without ECC.

e SRAM4: 16 Kbytes

e BKPSRAM (backup SRAM): 2 Kbytes with optional ECC. The BKPSRAM can be
retained in all low-power modes and when Vpp is off in Vgat mode, but not in
Shutdown mode.

SRAMs TrustZone security

When the TrustZone security is enabled, all SRAMs are secure after reset.
The SRAM1, SRAM2, SRAM3, SRAM4 can be programmed as secure or nonsecure by
blocks, using the MPCBB (block-based memory protection controller).

The granularity of SRAM secure block based is a page of 512 bytes. Backup SRAM regions
can be programmed as secure or nonsecure with watermark, using the TZSC (TrustZone
security controller) in the GTZC (global TrustZone controller).

SRAMs privilege protection

The SRAM1, SRAM2, SRAM3, SRAM4 can be programmed as privileged or unprivileged
by blocks, using the MPCBB. The granularity of SRAM privilege block based is a page

of 512 bytes. Backup SRAM regions can be programmed as privileged or unprivileged
with watermark, using the TZSC (TrustZone security controller) in the GTZC (global
TrustZone controller).

TrustZone security architecture

The security architecture is based on Arm TrustZone with the Armv8-M main extension.
The TrustZone security is activated by the TZEN option bit in the FLASH_OPTR register.

When the TrustZone is enabled, the SAU (security attribution unit) and IDAU
(implementation defined attribution unit) define the access permissions based on secure
and nonsecure state.

e  SAU: up to eight SAU configurable regions are available for security attribution.

e IDAU: It provides a first memory partition as nonsecure or nonsecure callable
attributes. It is then combined with the results from the SAU security attribution and
the higher security state is selected.
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Based on IDAU security attribution, the flash memory, system SRAM, and peripheral
memory space is aliased twice for secure and nonsecure states. However, the external

memory space is not aliased.

The table below shows an example of typical SAU region configuration based on IDAU
regions. The user can split and choose the secure, nonsecure, or NSC regions for external
memories as needed.

Table 5. Example of memory map security attribution versus SAU configuration regions

SAU security

Reg_lor_1 Address range IDAU_sec_urlty attribution typical Flnal_sec_u rity
description attribution X g attribution
configuration
Code - external memories 0x0000 0000 Nonsecure Secure or Seaure or
0x07FF FFFF nonsecure or NSC(") nonsecure or NSC
0x0800 0000 Nonsecure Nonsecure Nonsecure
0xOBFF FFFF
Code - Flash and SRAM X000 0000
X
OxOEEE EFEE NSC Secure or NSC Secure or NSC
0x1000 0000
0x17FF FFFF
Code - external memories Nonsecure
0x1800 0000 Nonsecure
0x1FFF FFFF
0x2000 0000 Nonsecure
0x2FFF FFFF
SRAM
0x3000 0000
O0x3EEE EFEE NSC Secure or NSC Secure or NSC
0x4000 0000 Nonsecure Nonsecure Nonsecure
Ox4FFF FFFF
Peripherals
0x5000 0000
OX5EEE EFEE NSC Secure or NSC Secure or NSC
External memories 0x6000 0000 Nonsecure Secure or Secure or
0xDFFF FFFF nonsecure or NSC nonsecure or NSC

NSC = nonsecure callable.

3.6.1

TrustZone peripheral classification

When the TrustZone security is active, a peripheral can be either securable or
TrustZone-aware type as follows:

e securable: peripheral protected by an AHB/APB firewall gate that is controlled from
TZSC to define security properties

e TrustZone-aware: peripheral connected directly to AHB or APB bus and implementing
a specific TrustZone behavior such as a subset of registers being secure

3

DS13737 Rev 9

29/341




Functional overview STM32U575xx

3.6.2

3.7
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Default TrustZone security state

The default system security state is detailed below:
e CPU:

— Cortex-M33 is in secure state after reset. The boot address must be in secure
address.

e  Memory map:

—  SAU is fully secure after reset. Consequently, all memory map is fully secure.
Up to eight SAU configurable regions are available for security attribution.

e  Flash memory:
—  Flash memory security area is defined by watermark user options.
—  Flash memory block based area is nonsecure after reset.

e SRAMs:

— All SRAMs are secure after reset. MPCBB (memory protection block based
controller) is secure.

. External memories:

— FSMC, OCTOSPI banks are secure after reset. MPCWMx (memory protection
watermark based controller) is secure.

e Peripherals
—  Securable peripherals are nonsecure after reset.

—  TrustZone-aware peripherals are nonsecure after reset. Their secure configuration
registers are secure.

e All GPIOs are secure after reset.
e Interrupts:

— NVIC: All interrupts are secure after reset. NVIC is banked for secure and
nonsecure state.

e TZIC: All illegal access interrupts are disabled after reset.

Boot modes

At startup, a BOOTO pin, nBOOTO, NSBOOTADDx[24:0] (x = 0, 1) and
SECBOOTADDO[24:0] option bytes are used to select the boot memory address that
includes:

e  Boot from any address in user flash memory.
e  Boot from system memory bootloader.

e  Boot from any address in embedded SRAM.
e Boot from RSS (root security services).

The BOOTO value comes from the PH3-BOOTO pin or from an option bit depending on the
value of a user option bit to free the GPIO pad if needed.

The bootloader is located in the system memory, programmed by ST during production.
The bootloader is used to reprogram the flash memory by using USART, 12C, SPI, FDCAN,
or USB FS in device mode through the DFU (device firmware upgrade).

The bootloader is available on all devices. Refer to the application note
STM32 microcontroller system memory boot mode (AN2606) for more details.

3
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The RSS are embedded in a flash memory area named secure information block,
programmed during ST production.

For example, the RSS enable the SFI (secure firmware installation), thanks to the RSSe SFI
(RSS extension firmware).

This feature allows customer to produce the confidentiality of the firmware to be provisioned
into the STM32, when production is subcontracted to untrusted third party.

The RSS are available on all devices, after enabling the TrustZone through the TZEN option
bit. Refer to the application note Overview secure firmware install (SFI) (AN4992)
for more details.

Refer to Table 6 and Table 7 for boot modes when TrustZone is disabled and
enabled respectively.

Table 6. Boot modes when TrustZone is disabled (TZEN = 0)

nBOOTO nSWBOOTO Boot address
FLASH_ B}Sgﬂg FLASH_ option-byte Boot area Sztffra‘:ﬂtri':l'::d
OPTR[27] P OPTR[26] selection
Boot address defined by
- 1 NSBOOTADDO[24:0] user option bytes Flash: 0x0800 0000
NSBOOTADDO[24:0]
Boot address defined by Bootloader-
- 1 NSBOOTADD1[24:0] user option bytes OXOBEQ OO0.0
NSBOOTADD1[24:0]
Boot address defined by
1 0 NSBOOTADDO[24:0] user option bytes Flash: 0x0800 0000
NSBOOTADDO[24:0]
Boot address defined by Bootloader-
0 0 NSBOOTADD1[24:0] user option bytes OXOBEQ OO0.0
NSBOOTADD1[24:0]

When TrustZone is enabled by setting the TZEN option bit, the boot space must be in the
secure area. The SECBOOTADDO[24:0] option bytes are used to select the boot secure
memory address.

A unique boot entry option can be selected by setting the BOOT_LOCK option bit, allowing
to boot always at the address selected by SECBOOTADDO[24:0] option bytes. All other boot
options are ignored.

3
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Table 7. Boot modes when TrustZone is enabled (TZEN = 1)

BOOT nBOOTO0 | BOOTO | nSWBOOTO0 | RSS | Boot address ST pro-
LOCK FLASH_ pin FLASH_ com- | option-bytes Boot area grammed
OPTR[27] | PH3 | OPTR[26] |mand selection default value
Secure boot address
) 0 1 0 SECBOOTADDO defined by user Flash:
[24:0] option bytes 0x0C00 0000
SECBOOTADDO0[24:0]
RSS:
) ! ! 0 NIA RSS 0xOFF8 0000
0 Secure boot address
1 i 0 0 SECBOOTADDO defined by user Flash:
[24:0] option bytes 0x0C00 0000
SECBOOTADDO[24:0]
RSS:
0 i 0 0 NIA RSS 0xOFF8 0000
RSS:
) i i #0 N/A RSS 0xOFF8 0000
Secure boot address
1 ) ) ) ) SECBOOTADDO defined by user Flash:
[24:0] option bytes 0x0C00 0000
SECBOOTADDO[24:0]
The boot address option bytes allow any boot memory address to be programmed.
However, the allowed address space depends on the flash memory RDP level.
If the programmed boot memory address is out of the allowed memory mapped area when
RDP level is 0.5 or more, the default boot address is forced either in secure flash memory or
nonsecure flash memory, depending on TrustZone security option as described in the table
below.
Table 8. Boot space versus RDP protection
RDP TZEN =1 TZEN =0
0 Any boot address Any boot address
0.5 N/A
1 Boot address only in RSS or secure Flash memory: Any boot address

. 0x0C00 0000 - OXOC1F FFFF Boot address only in Flash memory
2 Otherwise, forced boot address is 0xOFF8 0000. 0x0800 0000 - 0x081F FFFF

Otherwise, forced boot address is 0x0800 0000.

3
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3

Global TrustZone controller (GTZC)

GTZC is used to configure TrustZone and privileged attributes within the full system.
The GTZC includes three different subblocks:

TZSC: TrustZone security controller

This subblock defines the secure/privilege state of slave/master peripherals. It also
controls the nonsecure area size for the watermark memory peripheral controller
(MPCWM). The TZSC block informs some peripherals (such as RCC or GPIOs) about
the secure status of each securable peripheral, by sharing with RCC and 1/O logic.
TZIC: TrustZone illegal access controller

This subblock gathers all security illegal access events in the system and generates
a secure interrupt towards NVIC.

MPCBB: MPCBB: block-based memory protection controller

This subblock controls secure states of all memory blocks (512-byte pages) of the
associated SRAM. This peripheral aims at configuring the internal RAM in a TrustZone
system product having segmented SRAM with programmable-security and privileged
attributes.

The GTZC main features are:

Three independent 32-bit AHB interfaces for TZSC, TZIC, and MPCBB

Secure and nonsecure access supported for privileged/unprivileged part of TZSC
Set of registers to define product security settings:

—  Secure/privilege regions for external memories

—  Secure/privilege access mode for securable peripherals

—  Secure/privilege access mode for securable legacy masters

Power supply management

The PWR (power controller) main features are:

Power supplies and supply domains

—  Core domain (VcoRg)

—  Vpp domain

—  Backup domain (Vgat)

— Analog domain (Vppa)

—  SMPS power stage (Vppsmps, available only on SMPS packages)
—  Vppjpo2 domain

—  Vppusg for USB transceiver

System supply voltage regulation

—  SMPS step-down converter

—  Voltage regulator (LDO)

Power supply supervision

—  BOR monitor

—  PVD monitor

—  PYMmonitor (Vppa, Vbpuss. Vopioz)
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Power management

—  Operating modes

— Voltage scaling control

—  Low-power modes

Vgar battery charging

TrustZone security and privileged protection

3.9.1 Power supply schemes

The devices require a 1.71 V to 3.6 V Vpp operating voltage supply. Several independent
supplies can be provided for specific peripherals:

Vpp = 1.71 V to 3.6 V (functionality guaranteed down to Vgory min value)

Vpp is the external power supply for the 1/Os, the internal regulator and the system
analog such as reset, power management and internal clocks. It is provided externally
through the VDD pins.

Vppa = 1.58 V (COMPs) / 1.6 V (DACs, OPAMPs) / 1.62 V (ADCs) /

1.8 V (VREFBUF) to 3.6 V

Vppa is the external analog power supply for ADCs, DACs, voltage reference buffer,
operational amplifiers, and comparators. The Vppp voltage level is independent from
the Vpp voltage and must be connected to VDD or VSS pin (preferably to VDD) when
these peripherals are not used.

VDDSMPS =1.71Vto 36V

Vppswmps is the external power supply for the SMPS step-down converter. It is provided
externally through VDDSMPS supply pin. It must be connected to the same supply
VDD pin when the SMPS is used in the application. When the SMPS is not used, it is
recommended to connect both Vppgups and V| xsmps to GND.

Vi xsmps is the switched SMPS step-down converter output.

Note: The SMPS power supply pins are available only on a specific package with SMPS
step-down converter option.

34/341

VDDUSB =3.0Vto36V

Vppusg is the external independent power supply for USB transceivers. Vppysg
voltage level is independent from the Vpp voltage and must be connected to VDD or
VSS pin (preferably to VDD) when the USB is not used.

VDD|02 =1.08Vto3.6V

Vppioz is the external power supply for 14 1/Os (port G[15:2]). The Vpp, o2 Voltage level
is independent from the Vpp voltage and must be connected to VDD or VSS pin
(preferably to VDD) when PG[15:2] are not used.

Vpar = 1.65 V to 3.6 V (functionality guaranteed down to Vgor ygar min value)

Vgat is the power supply for RTC, TAMP, external and internal clocks 32 kHz
oscillators, and backup registers (through power switch) when Vpp is not present.

VREF-, VREF+

VRer+ is the input reference voltage for ADCs and DACs. It is also the output of the
internal voltage reference buffer when enabled.

Vgrep+ €an be grounded when ADC and DAC are not active.
The internal voltage reference buffer supports four outputs:
—  VRer+ around 1.5 V. This requires Vppa 2 1.8 V.

3
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—  VRggr+ around 1.8 V. This requires Vppa 2 2.1 V.
—  VRer+ around 2.048 V. This requires Vppp 2 2.4 V.
—  VRgr+ around 2.5 V. This requires Vppa 2 2.8 V.

VREF- and VREF+ pins are not available on all packages. When not available, they are
bonded to VSSA and VDDA, respectively.

When the VREF+ is double-bonded with VDDA in a package, the internal voltage
reference buffer is not available and must be kept disabled.

VReg. must always be equal to Vgga.

The STM32U575xx devices embed two regulators: one LDO and one SMPS in parallel to
provide the Vcorg supply for digital peripherals, SRAM1, SRAM2, SRAM3, and SRAM4
and embedded flash memory. The SMPS generates this voltage on VDD11 (two pins), with
a total external capacitor of 4.7 uF typical. SMPS requires an external coil of 2.2 uH typical.
The LDO generates this voltage on VCAP pin connected to an external capacitor of 4.7 yF
typical.

Both regulators can provide four different voltages (voltage scaling) and can operate in
Stop modes.

It is possible to switch from SMPS to LDO and from LDO to SMPS on-the-fly.
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Figure 2. STM32U575xQ power supply overview (with SMPS)
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Figure 3. STM32U575xx power supply overview (without SMPS)
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In this document, Vpp oy (With x = 1 or 2) refers to the I/O power supply. Vppo4 is supplied
by VDD. Vpp|o2 is the independent power supply for PG[15:2].

VSW = VDD when VDD is above VBORO' and VSW = VBAT when VDD is below VBORO'

During power-up and power-down phases, the following power sequence requirements
must be respected:

3

When Vpp is below 1V, other power supplies (Vppa, Vopio2: Vopusg) Mmust remain
below Vpp + 300 mV.
When Vpp is above 1V, all power supplies are independent.

During the power-down phase, Vpp can temporarily become lower than other supplies
only if the energy provided to the MCU remains below 1 mJ. This allows external
decoupling capacitors to be discharged with different time constants during the
power-down transient phase.
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Figure 4. Power-up /down sequence
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1. Vppx refers to any power supply among Vppa, Vppuss: @nd Vppioz-

Power supply supervisor

The devices have an integrated ultra-low-power BOR (Brownout reset) active in all modes
(except for Shutdown mode). The BOR ensures proper operation of the device after power-
on and during power-down. The device remains in reset mode when the monitored supply
voltage Vpp is below a specified threshold, without the need for an external reset circuit.

The lowest BOR level is 1.71 V at power-on, and other higher thresholds can be selected
through option bytes. The devices feature an embedded PVD (programmable voltage
detector) that monitors the Vpp power supply and compares it to the Vpyp threshold.

An interrupt can be generated when Vpp drops below and/or rises above the Vpyp
threshold. The interrupt service routine can then generate a warning message and/or put
the MCU into a safe state. The PVD is enabled by software.

In addition, the devices embed a peripheral voltage monitor that compares the independent
supply voltages Vppa, Vppuss, @and Vppjo2 to ensure that the peripheral is in its functional
supply range.

The devices support dynamic voltage scaling to optimize its power consumption in Run
mode. The voltage from the main regulator that supplies the logic (Vcorg) can be adjusted
according to the system’s maximum operating frequency.

The main regulator operates in the following ranges:

e Range 1 (Veore = 1.2 V) with CPU and peripherals running at up to 160 MHz

e Range 2 (Vcore = 1.1 V) with CPU and peripherals running at up to 110 MHz

e Range 3 (Vcore = 1.0 V) with CPU and peripherals running at up to 55 MHz

e Range 4 (Vcore = 0.9 V) with CPU and peripherals running at up to 25 MHz

3
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3.9.3

Low-power modes

The ultra-low-power STM32U575xx devices support seven low-power modes to achieve the
best compromise between low-power consumption, short startup time, available peripherals
and available wake-up sources.

The table below details the related low-power modes.

Table 9. STM32U575xx mode overview

Mode Regulator(” CPU | Flash | SRAM | Clocks DMA and peripherals(z) Wake-up source
Range 1
Range 2 All
Run Yes |ON®) | ON Any N/A
Range 3
Range 4 All except OTG_FS and UCPD
Range 1
Range 2 All ;
Sleep No | ON | ON® | Any Any interrupt or
Range 3 event
Range 4 All except OTG_FS, and UCPD
Range 1 BOR, PVD, PVM, ,
Reset pin, all I/Os,
RTC, TAMP, IWD
Stop 0 Range 2 TE;,P (tem;,) sen(jc;r) BOR, PVD, PVM,
Range 3 VREFBUF, ' ’ RTC, TAMP, |WDG,
Range 4 ADC4("), TEMP,
DAC1 (2 channels)(B), ADC4,
COMPx (x = 1, 2), DAC1 (2 channels),
Lsg | OPAMPx (x=1,2) COMPx (x =1, 2),
o > LPUARTA, LPUART1,
SPIx (x = 1...3)(19), IS’ZFQX (x= :---j)'
Stop 1 LPR 12Cx (x = 1...4)17), LPTX”\(AX e ) 4
LPTIMX (x = 1..4)(12, X (x=1..4),
MDF1(13),ADF1, MDF1, ADF1,
GPIO, LPGPIO, ng&”:f’
GPDMA1(14) LPDMA1 ’
OTG_FS, UCPD

All other peripherals are frozen.

3
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Table 9. STM32U575xx mode overview (continued)

Mode Regulator(” CPU | Flash | SRAM | Clocks DMA and peripherals(z) Wake-up source
BOR, PVD, PVM, Reset pin, all I/Os,
RTC, TAMP, IWDG, BOR, PVD, PVM,
TEMP, VREFBUF, RTC, TAMP, IWDG,
ADC4, TEMP,
DAC1 (2 channels), ADC4,
COMPx (x =1, 2), COMPx (x = 1, 2),
OPAMPx (x =1, 2), LPUART1,
5 LSE |LPUART1, SPI3,
Stop 2 LPR No | OFF | ON® Ls1 |sps, 1263,
12C3, LPTIMx (x = 1,3,4),
LPTIMx (x =1, 3, 4), ADF1,
ADF1, LPDMA1
LPGPIO,
LPDMA1
All other peripherals are frozen.
BOR, Reset pin,
RTC, TAMP, IWDG, 24 1/0s (WKUPX),
DAC1 (2 static channels), BOR, RTC, TAMP,
OPAMPx (x = 1, 2) IWDG
LSE
Stop 3 LPR No | OFF | ON® LS|
All other peripherals are frozen.
1/O configuration can be floating,
pull-up or pull-down.
gf\ E BOR, RTC, TAMP, IWDG Reset pin,
é% g 24 1/0s (WKUPXx),
ﬁ é 3 All other peripherals are BOR, RTC, TAMP,
> % o powered off. IWDG
LPR 4= X ¥ >
§ OE % é LSE |I/O configuration can be floating,
Standby ] OFF (z E‘Ux_) LS| |pull-up or pull-down.
g wx 2
o Eg N E
©
8
OFF g 5
g
RTC, TAMP Reset pin,
. 24 1/0s (WKUPX),
< 3 All other peripherals are RTC, TAMP
Shutdown OFF g OFF g 5 LSE |powered off.
8 &
& 1/0 configuration can be floating,
pull-up or pull-down(1®).
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12.
13.
14.
15.
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LPR means that the main regulator is OFF and the low-power regulator is ON.
All peripherals can be active or clock gated to save power consumption.

The flash memory can be put in power-down and its clock can be gated off when executing from SRAM. One bank can
also be put in power-down mode.

The SRAM1, SRAM2, SRAM3, SRAM4, and BKPSRAM clocks can be gated on or off independently.
The SRAM can be individually powered off to save power consumption.

MSI and HSI16 can be temporary enabled upon peripheral request, for autonomous functions with DMA or wake-up from
Stop event detections.

The ADC4 conversion is functional and autonomous with DMA in Stop mode, and can generate a wake-up interrupt on
conversion events.

DAC1 is the digital-to-analog (D/A) converter controller instance name. This instance controls two D/A converters also
called "two channels". The DAC conversions are functional and autonomous with DMA in Stop mode.

U(S)ART and LPUART transmission and reception is functional and autonomous with DMA in Stop mode, and can
generate a wake-up interrupt on transfer events.

SPI transmission and reception is functional and autonomous with DMA in Stop mode, and can generate a wake-up
interrupt on transfer events.

12C transmission and reception is functional and autonomous with DMA in Stop mode, and can generate a wake-up
interrupt on transfer events.

LPTIM is functional and autonomous with DMA in Stop mode, and can generate a wake-up interrupt on all events.
MDF and ADF are functional and autonomous with DMA in Stop mode, and can generate a wake-up interrupt on events.
GPDMA and LPDMA are functional and autonomous in Stop mode, and can generate a wake-up interrupt on events.

1/0Os can be configured with internal pull-up, pull-down, or floating in Shutdown mode but the configuration is lost when
exiting the Shutdown mode.

By default, the microcontroller is in Run mode after a system or a power reset. Itis up to the
user to select one of the low-power modes described below:

e Sleep mode

In Sleep mode, only the CPU is stopped. All peripherals continue to operate and can
wake up the CPU when an interrupt/event occurs.

e Stop 0, Stop 1, Stop 2, and Stop 3 modes

Stop mode achieves the lowest power consumption while retaining the content of
SRAM and registers. The SRAMs can be totally or partially switched off to further
reduce consumption. All clocks in the Vcore domain are stopped, the PLL, the MSI,
the HSI16, the HSI48, and the HSE crystal oscillators are disabled. The LSE or LSl is
still running.

The RTC can remain active (Stop mode with RTC, Stop mode without RTC).

Some peripherals are autonomous and can operate in Stop mode by requesting their
kernel clock and their bus (APB or AHB) when needed, in order to transfer data with
DMA (GPDMA1 in Stop 0 and Stop 1 modes, LPDMA1 in Stop 0, Stop 1 and Stop 2
modes). Refer to Low-power background autonomous mode (LPBAM) for more details.
LPBAM is not supported in Stop 3 mode.

In Stop 2 and Stop 3 modes, most of the Vo ore domain is put in a lower leakage mode.
Stop 0 and Stop 1 modes offer the largest number of active peripherals and wake-up
sources, a smaller wake-up time but a higher consumption than Stop 2 mode.

In Stop 0 mode, the main regulator remains ON, allowing a very fast wake-up time but
with much higher consumption.

Stop 3 is the lowest power mode with full retention, but the functional peripherals and
sources of wake-up are reduced to the same ones than in Standby mode.

The system clock when exiting from Stop 0, Stop 1 or Stop 2 mode can be either MSI
up to 24 MHz or HSI16, depending on software configuration.
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e Standby mode

The Standby mode is used to achieve the lowest power consumption with BOR. The
internal regulator is switched off so that the Vcore domain is powered off. The PLL, the
MSI, the HSI16, the HSI48, and the HSE crystal oscillators are also switched off.

The RTC can remain active (Standby mode with RTC, Standby mode without RTC).
The BOR always remains active in Standby mode.

The state of each I/O during Standby mode can be selected by software: I/O with
internal pull-up, internal pull-down or floating.

After entering Standby mode, SRAMs and register contents are lost except for registers
and backup SRAM in the backup domain and Standby circuitry. Optionally, the full
SRAM2 or 8 Kbytes or 56 Kbytes can be retained in Standby mode, supplied by the
low-power regulator (Standby with SRAM2 retention mode).

The BOR can be configured in ultra-low-power mode to further reduce power
consumption during Standby mode.

The device exits Standby mode when an external reset (NRST pin), an IWDG reset,
WKUP pin event (configurable rising or falling edge), an RTC event occurs (alarm,
periodic wake-up, timestamp), or a tamper detection. The tamper detection can be
raised either due to external pins or due to an internal failure detection.

The system clock after wake-up is MSI up to 4 MHz.
e  Shutdown mode

The lowest power consumption is achieved in Shutdown mode. The internal regulator
is switched off so that the Voorg domain is powered off. The PLL, the HSI16,
the HS148, the MSI, the LSI, and the HSE oscillators are also switched off.

The RTC can remain active (Shutdown mode with RTC, Shutdown mode without RTC).
The BOR is not available in Shutdown mode. No power voltage monitoring is possible

in this mode, therefore the switch to backup domain is not supported (Vgar mode is not
supported).

SRAMs and register contents are lost except for registers in the backup domain as long
as VDD is present.

The device exits Shutdown mode when an external reset (NRST pin), a WKUP pin
event (configurable rising or falling edge), or an RTC event occurs (alarm, periodic
wake-up, timestamp), or a tamper detection.

The system clock after wake-up is MSI at 4 MHz.

Low-power background autonomous mode (LPBAM)

The ultra-low-power STM32U575xx devices support LPBAM (low-power background
autonomous mode) that allows peripherals to be functional and autonomous in Stop mode
(Stop 0, Stop 1 and Stop 2 modes), so without any software running.

In Stop 0 and Stop 1 modes, the autonomous peripherals are the following: ADC4, DAC1,
LPTIMx (x = 1 to 4), USARTx (x = 1 to 5), LPUART1, SPIx (x =1 to 3), 12Cx (x = 1 to 4),
MDF1, ADF1, GPDMA1, and LPDMA1. In these modes, SRAM1, SRAM2, SRAM3 and
SRAM4 can be accessed by the GPDMA1, and SRAM4 can be accessed by the LPDMA1.

In Stop 2 mode, the autonomous peripherals are the following: ADC4, DAC1, LPTIM1,
LPTIM3, LPTIM4, LPUART1, SPI3, I12C3, ADF1, and LPDMA1. In this mode, the SRAM4
can be accessed by the LPDMA1.
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Those peripherals support the features detailed below:

Functionality in Stop mode thanks to its own independent clock (named kernel clock)
request capability: the peripheral kernel clock is automatically switched on when
requested by a peripheral, and automatically switched off when no peripheral
requests it.

DMA transfers supported in Stop mode thanks to system clock request capability: the
system clock (MSI or HSI16) automatically switched on when requested by

a peripheral, and automatically switched off when no peripheral requests it. When the
system clock is requested by an autonomous peripheral, the system clock is woken up
and distributed to all peripherals enabled in the RCC. This allows the DMA to access
the enabled SRAM, and any enabled peripheral register (for instance GPIO or LPGPIO
registers).

Automatic start of the peripheral thanks to hardware synchronous or asynchronous
triggers (such as 1/0Os edge detection and low-power timer event).

Wake-up from Stop mode with peripheral interrupt.

The GPDMA and LPDMA are fully functional and the linked-list is updated in Stop mode,
allowing the different DMA transfers to be linked without any CPU wake-up. This can be
used to chain different peripherals transfers, or to write peripherals registers in order to
change their configuration while remaining in Stop mode.

The DMA transfers from memory to memory can be started by hardware synchronous or
asynchronous triggers, and the DMA transfers between peripherals and memories can also
be gated by those triggers.

Here below some use-cases that can be done while remaining in Stop mode:

3

A/D or D/A conversion triggered by a low-power timer (or any other trigger)

—  wake-up from Stop mode on analog watchdog if the A/D conversion result is out of
programmed thresholds

—  wake-up from Stop mode on DMA buffer event

Audio digital filter data transfer into SRAM

—  wake-up from Stop on sound-activity detection

12C slave reception or transmission, SPI reception, UART/LPUART reception
—  wake-up at the end of peripheral transfer or on DMA buffer event

I2C master transfer, SPI transmission, UART/LPUART transmission, triggered by
a low-power timer (or any other trigger):

— example: sensor periodic read

— wake-up at the end of peripheral transfer or on DMA buffer event
Bridges between peripherals

— example: ADC converted data transferred by communication peripherals
Data transfer from/to GPIO/LPGPIO to/from SRAM for:

—  controlling external components

— implementing data transmission and reception protocols
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Table 10. Functionalities depending on the working mode("

Stop 0/1 Stop 2 Stop 3 Standby | Shutdown
> > > > >
Peripheral Run | Sleep SE SE SE SE SE| Vgar
. o 2 . o8| . wL . oL . o2
$8 0 s& T s§ s§ - sg
=3 =3 =3 =3 =3
CPU Y - - - - - - - - - - - -
Flash memory @) @) ) ) ) ) ) } ) } ) } )
(2 Mbytes) © ©
SRAM1 (192 Kbytes) | YO®@ | y®@ | o) - | o - oM - - - - - -
SRAM2 (64 Kbytes) Ye& | v3®@ | o™ o6 | o™ - o™ - |o® . - - -
SRAM3 (512 Kbytes) | Y®®) | y@&#) | o o® | o - jo® - | - - | - - -
SRAM4 (16 Kbytes) | Y®®) | y@&®) 1 o - | o™ - jo® - | - - | - - -
BKPSRAM o | o™ | o o®| o 0 o - o}
FSMC o o] - - - - - - - - - - -
OCTOSPIx (x = 1,2) - - - - - - - - - - -
Backup registers Y Y Y - Y - Y - Y - Y - Y
BOR (Brownout reset) Y Y Y Y Y Y Y Y - - -
PVD (programmable o o o o o o ) } ) } ) } )
voltage detector)
Perlpheral voltage o o o o o o } } ) } ) } }
monitor
GPDMA1 0 0 o o®| . e T I -
LPDMA1 0 o} o o® o o®| . - - - - -
DMA2D o] o]
HSI16 (high-speed o o (10) ) (10) ) } ) } ) } )
internal)
HSI148 oscillator (0] (0] - - ) - - - - - = -
HSE (high-speed
external) © © ) i ) i I i
!_SI (low-speed o o 0 _ o _ o ) o ) ) } o
internal)
LSE (low-speed o o 0 ) o ) o ) o ) o ) o
external)
MSIS and MSIK o o (10) (10) ) _ ) _ ) _ )
(multi-speed internal)
CSS (clock security o o ) _ ) _ ) ) ) ) ) _ )
system)
Clock security system o o o o o o o o o o o o o
on LSE
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Table 10. Functionalities depending on the working mode(?) (continued)

Stop 0/1 Stop 2 Stop 3 Standby | Shutdown
> > > > >
Peripheral Run | Sleep SE SE SE SE SE| Vgar
- o Qo - o Q - (] - o Q - (]
$8| 0 38 $%  s§y st
=3 =3 =3 =3 =3
Backup domain
voltage and 0 0 o o|lo o|lo o|lo of - - 0
temperature
monitoring
RTC/TAMP (e O O O (0] (0] 0] (0] 0] (0] (0] (0] (0]
Number of RTC 8 8 8 o| 8 ol|s o|ls o|s o] s
tamper pins
OTG_FS, UCPD o | oM - 0 - - - - - - - . .
USARTX (12) (12) _ ) ) B ) _ ) ) )
(x=1,2,3,4,5) o o |07 0
Low-power UART (12) A(12) (12) a2 | ) i i i i )
(LPUART1) o 0 [0 R O 18
12Cx (x = 1,2,4) o) o |0 o3| . - - e - .
12C3 o) o |03 o3| o3 o3| . - - - - . .
SPIx (x = 1,2) o] o |ot4 o4 . - D R
SPI3 o} o |04 o4 o4 o4
FDCAN1 (e} (e} - - - = - = - - - - -
SDMMCx (x = 1,2) o) o) - - - B ]
SAIX (x = 1,2) o) o) - - - - I U -
ADCA1 (0] (0] - - - = - = - - - - -
ADC4 o) o [o® o9 ot ot - | - | o - -
DAC1 (2 converters) (e} (e} 0 - (0] - - = - - - - -
VREFBUF (e} (e} O - (0] - - = - = - - -
OPAMPXx (x = 1,2) (0] (0] 0] - (0] - - o - - - - -
COMPx (x =1,2) (0] (0] (0] (0] (0] O - = - - - - -
Temperature sensor (0] (0] (0] - (0] - - = - - - - -
Timers (TIMx) O O - - - - - = - o - - -
LPTIMx (x = 1,3,4) 0 o [o(® ol olte) oter . . 1 . -
LPTIM2 o) o |ole ote)| . - - - - - B, i .
IWDG (independent (o) e}
watchdog) o) o) O OoO| 0 0|0 gyl O | - - -
WWDG (window
watchdog) 0 0 B B - B ) - B - B B }
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Table 10. Functionalities depending on the working mode(?) (continued)

Stop 0/1 Stop 2 Stop 3 Standby | Shutdown
> > > > >
Peripheral Run | Sleep SE SE SE SE SE| Vgar
- ) - o8| . o8 . o9 . oo
S o S o s o s o R
=3 =3 =3 =3 =3
SysTick timer (0] (0] - - - - - - - - - - -
MDF1 (multi-function (18) ~(18) _ ) ) . _ . _ ) )
digital filter) © © © ©
ADF'] (audio digital o o 0(18) 0(18) 0(18) 0(18) _ _ _ _ _ _ _
filter)
!DCMI (digital camera o o ) _ ) _ ) ) ) ) ) _ )
interface)
PSSI (paral. synch. o o ) ) _ ) ) . _ . _ ) )
slave interface)
CORDIC coprocessor (0] (0] - - - - - - - - - - -
FMAC (filter
mathematical (0] (0] - - - - - - - - - - -
accelerator)
TSC (touch sensing o o ) ) _ ) ) . _ . _ ) )
controller)
RNG (true random
(0] (0] - - - - - - - - - - -
number generator)
HASH accelerator (0] (0] - - - - - - - - - - -
CRC calculation unit (0] (0] - - - - - - - - - - -
- 24 ) 24 - 24
GPIOs O O 0] O 0o O (19) pins (19) pins (20) pins -

1. Y =yes (enabled). O = optional (disabled by default, can be enabled by software). - = not available.
Gray cells highlight the wake-up capability in each mode.

The flash memory can be configured in power-down mode. By default, it is not in power-down mode.
The SRAMs can be powered on or off independently.

The SRAM clock can be gated on or off independently.

ECC error interrupt or NMI wake-up from Stop mode.

8-Kbyte, 56-Kbyte or full SRAM2 content can be preserved.

Subblocks or full SRAM1 and SRAM3, full SRAM2, and SRAM4 can be powered-off to save power consumption. SRAM1,
SRAM2, SRAM3 and SRAM4 can be accessed by GPDMA1 in Stop 0 and Stop 1 modes. SRAM4 can be accessed by
LPDMA1 in Stop 0, Stop 1 and Stop 2 modes.

GPDMA transfers are functional and autonomous in Stop mode, and generates a wake-up interrupt on transfer events.

No o~ e DN

®

LPDMA transfers are functional and autonomous in Stop mode, and generates a wake-up interrupt on transfer events.

10. Some peripherals with autonomous mode and wake-up from Stop capability can request HSI16, MSIS, or MSIK to be
enabled. In this case, the oscillator is woken up by the peripheral, and is automatically put off when no peripheral needs it.

11. OTG_FS is functional in voltage scaling range 1, 2, and 3.

12. USART and LPUART reception and transmission are functional and autonomous in Stop mode in asynchronous and
in SPI master modes, and generate a wake-up interrupt on transfer events.

13. I2C reception and transmission are functional and autonomous in Stop mode, and generate a wake-up interrupt
on transfer events.

3
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14. SPI reception and transmission are functional and autonomous in Stop mode, and generate a wake-up interrupt
on transfer events.

15. A/D conversion is functional and autonomous in Stop mode, and generates a wake-up interrupt on conversion events.
16. LPTIM is functional and autonomous in Stop mode, and generates a wake-up interrupt on events.

17. Only IWDG reset can exit the device from Stop 3 and Standby modes. Wake-up with IWDG interrupt is not supported.
18. MDF and ADF are functional and autonomous in Stop mode, and generate a wake-up interrupt on events.

19. 1/Os can be configured with internal pull-up, pull-down, or floating in Stop 3 and Standby modes.

20. 1/0Os can be configured with internal pull-up, pull-down, or floating in Shutdown mode but the configuration is lost when
exiting the Shutdown mode.

3.94 Reset mode

In order to improve the consumption under reset, the I/O state under and after reset is
“analog state” (the I/O Schmitt trigger is disabled). In addition, the internal reset pull-up is
deactivated when the reset source is internal.

3.9.5 VBAT operation

The VBAT pin allows the device Vgar domain to be powered from an external battery or
an external supercapacitor.

The VBAT pin supplies the RTC with LSE, antitamper detection (TAMP), backup registers,
and 2-Kbyte backup SRAM. Eight antitamper detection pins are available in Vgar mode.

The VBAT operation is automatically activated when Vpp is not present. An internal
Vgt battery charging circuit is embedded and can be activated when Vpp is present.

Note: When the microcontroller is supplied from Vgat, neither external interrupts nor RTC/TAMP
alarm/events exit the microcontroller from the Vg operation.

3.9.6 PWR TrustZone security

When the TrustZone security is activated by the TZEN option bit, the PWR is switched in
TrustZone security mode.

The PWR TrustZone security secures the following configuration:

e low-power mode

e  WKUP (wake-up) pins

e voltage detection and monitoring

e Vpgar mode

Some of the PWR configuration bits security is defined by the security of other peripherals:

e The VOS (voltage scaling) configuration is secure when the system clock selection is
secure in RCC.

e  The I/O pull-up/pull-down in Standby mode configuration is secure when the
corresponding GPIO is secure.

3.10 Peripheral interconnect matrix

Several peripherals have direct connections between them, that allow autonomous
communication between them and support the saving of CPU resources (thus power supply
consumption). In addition, these hardware connections allow fast and predictable latency.

3
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Depending on the peripherals, these interconnections can operate in Run, Sleep, Stop 0,
Stop 1, and Stop 2 modes.

Reset and clock controller (RCC)

The RCC (reset and clock control) manages the different reset types, and generates all
clocks for the bus and peripherals.

The RCC distributes the clocks coming from the different oscillators to the core and to
the peripherals. It also manages the clock gating for low-power modes and ensures the
clock robustness. It features:

Clock prescaler: in order to get the best trade-off between speed and current
consumption, the clock frequency to the CPU and peripherals can be adjusted by
a programmable prescaler.

Clock security system: clock sources can be changed safely on-the-fly in Run mode
through a configuration register.

Clock management: in order to reduce the power consumption, the clock controller
can stop the clock to the core, individual peripherals or memory.

System clock source: four different clock sources can be used to drive the master
clock SYSCLK:

— HSE (4 to 50 MHz high-speed external crystal or ceramic resonator) that can
supply a PLL. The HSE can also be configured in bypass mode for an external
clock.

— HSI16 (16 MHz high-speed internal RC oscillator) trimmable by software that can
supply a PLL.

—  MSI (multispeed internal RC oscillator) trimmable by software that can generate
16 frequencies from 100 kHz to 48 MHz. When a 32.768 kHz clock source is
available in the system (LSE), the MSI frequency can be automatically trimmed by
hardware to reach better than +0.25% accuracy. In this mode the MSI can feed the
USB device, saving the need of an external high-speed crystal (HSE). The MSI
can supply a PLL.

—  System PLL that can be fed by HSE, HSI16, or MSI, with a maximum frequency
at 160 MHz.

HSI48 (RC48 with clock recovery system) internal 48 MHz clock source that can be
used to drive the USB, the SDMMC, or the RNG peripherals. This clock can be output
on the MCO.

UCPD kernel clock, derived from HSI16 clock. The HSI16 RC oscillator must be

enabled prior to the UCPD kernel clock use.

Auxiliary clock source: two ultra-low-power clock sources that can be used to drive

the real-time clock:

— LSE (32.768 kHz low-speed external crystal), supporting three drive capability
modes. The LSE can also be configured in bypass mode for an external clock.

—  LSI (32 kHz low-speed internal RC), also used to drive the independent watchdog.
The LSI clock accuracy is +5% accuracy. The LSI clock can be divided by 128 to
output a 250 Hz as source clock.

Peripheral clock sources: several peripherals have their own independent clock

whatever the system clock. Three PLLs, each having three independent outputs
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allowing the highest flexibility, can generate independent clocks for the ADC, USB,
SDMMC, RNG, MDF, ADF, FDCAN1, OCTOSPIs, and SAls.

e  Startup clock: after reset, the microcontroller restarts by default with MSI. The prescaler
ratio and clock source can be changed by the application program as soon as the code
execution starts.

e  CSS (clock security system): this feature can be enabled by software. If an HSE clock
failure occurs, the master clock automatically switches to HSI16 and a software
interrupt is generated if enabled. LSE failure can also be detected and generates
an interrupt.

e  Clock-out capability:
—  MCO (microcontroller clock output): it outputs one of the internal clocks for
external use by the application.

— LSCO (low-speed clock output): it outputs LSI or LSE in all low-power modes
(except Vgar mode).

Several prescalers allow AHB and APB frequencies configuration. The maximum frequency
of the AHB and the APB clock domains is 160 MHz.

3
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Figure 5. Clock tree
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3.11.1

3.12

3.13

3.13.1

3.14

3

RCC TrustZone security

When the TrustZone security is activated by the TZEN option bit, the RCC is switched in
TrustZone security mode.

The RCC TrustZone security secures some RCC system configuration and peripheral
configuration clock from being read or modified by nonsecure accesses: when a peripheral
is secure, the related peripheral clock, reset, clock source selection and clock enable during
low-power modes control bits are secure.

A peripheral is in secure state:

e when its corresponding SEC security bit is set in the TZSC (TrustZone security
controller), for securable peripherals.

e when a security feature of this peripheral is enabled through its dedicated bits, for
TrustZone-aware peripherals.

Clock recovery system (CRS)

The devices embed a special block that allows automatic trimming of the internal 48 MHz
oscillator to guarantee its optimal accuracy over the whole device operational range. This
automatic trimming is based on the external synchronization signal that is either derived
from USB SOF signalization, from LSE oscillator, from an external signal on CRS_SYNC pin
or generated by user software. For faster lock-in during startup, automatic trimming and
manual trimming action can be combined.

General-purpose inputs/outputs (GPIOs)

Each of the GPIO pins can be configured by software as output (push-pull or open-drain),
as input (with or without pull-up or pull-down) or as peripheral alternate function. Most of the
GPIO pins are shared with digital or analog alternate functions.

After reset, all GPIOs are in analog mode to reduce power consumption.

The 1/Os alternate function configuration can be locked if needed following a specific
sequence in order to avoid spurious writing to the 1/Os registers.

GPIOs TrustZone security

Each 1/0O pin of GPIO port can be individually configured as secure. When the selected I/O
pin is configured as secure, its corresponding configuration bits for alternate function, mode
selection, 1/0 data are secure against a nonsecure access. The associated registers bit
access is restricted to a secure software only. After reset, all GPIO ports are secure.

Low-power general-purpose inputs/outputs (LPGPIO)

The LPGPIO allows dynamic I/O control in Stop 2 mode thanks to LPDMA1. Up to 16 1/Os
can be configured and controlled as input or output (open-drain or push-pull depending on
GPIO configuration).
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3.15

3.16

3.17
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LPGPIO TrustZone security

Each 1/0O pin registers bit of the LPGPIO is configured as secure if the corresponding 1/O is
configured as secure in the GPIO.

Multi-AHB bus matrix

A 32-bit multi-AHB bus matrix interconnects all master (CPU, DMA2D, GPDMA1, SDMMC1,
SDMMC2) and slave (Flash memory, RAM, FMC, OCTOSPIs, SRAMs, AHB, and APB)
peripherals. It also ensures a seamless and efficient operation even when several high-
speed peripherals work simultaneously.

Another multi-AHB bus matrix interconnects two masters (previous AHB bus matrix slave
port and LPDMA1) and all slaves that are functional in Stop 2 modes (SRAM4 and
AHB/APB peripherals functional in Stop 2 mode).

System configuration controller (SYSCFG)

The STM32U575xx devices feature a set of configuration registers. The main purposes of
the system configuration controller are the following:

e  Managing robustness feature
e  Configuring FPU interrupts

e  Enabling/disabling the FMP high-drive mode of some 1/Os and voltage booster for I/0Os
analog switches

e Managing the /O compensation cell
e  Configuring register security access

General purpose direct memory access controller (GPDMA)

The general purpose direct memory access (GPDMA) controller is a bus master and system
peripheral.

The GPDMA is used to perform programmable data transfers between memory-mapped
peripherals and/or memories via linked-lists, upon the control of an off-loaded CPU.
The GPDMA main features are:
e Dual bidirectional AHB master
e Memory-mapped data transfers from a source to a destination:
—  Peripheral-to-memory
—  Memory-to-peripheral
—  Memory-to-memory
—  Peripheral-to-peripheral
e  Autonomous data transfers during Sleep and Stop modes
e Transfers arbitration based on a four-grade programmed priority at a channel level:
—  One high-priority traffic class, for time-sensitive channels (queue 3)

—  Three low-priority traffic classes, with a weighted round-robin allocation for non
time-sensitive channels (queues 0, 1, 2)
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Per channel event generation, on any of the following events: transfer complete or half
transfer complete or data transfer error or user setting error, and/or update linked-list
item error or completed suspension

Per channel interrupt generation, with separately programmed interrupt enable
per event

16 concurrent DMA channels:
—  Per channel FIFO for queuing source and destination transfers

— Intrachannel DMA transfers chaining via programmable linked-list into memory,
supporting two execution modes: run-to-completion and link step mode

— Intrachannel and interchannel DMA transfers chaining via programmable DMA
input triggers connection to DMA task completion events

Per linked-list item within a channel:
—  Separately programmed source and destination transfers

— Programmable data handling between source and destination: byte-based
reordering, packing or unpacking, padding or truncation, sign extension and
left/right realignment

—  Programmable number of data bytes to be transferred from the source, defining
the block level

— 12 channels with linear source and destination addressing: either fixed or
contiguously incremented addressing, programmed at a block level, between
successive single transfers

—  Four channels with 2D source and destination addressing: programmable signed
address offsets between successive burst transfers (noncontiguous addressing
within a block, combined with programmable signed address offsets between
successive blocks, at a second 2D/repeated block level)

—  Support for scatter-gather (multibuffer transfers), data interleaving and
deinterleaving via 2D addressing

—  Programmable DMA request and trigger selection
—  Programmable DMA half-transfer and transfer complete events generation

— Pointer to the next linked-list item and its data structure in memory, with automatic
update of the DMA linked-list control registers

Debug:

—  Channel suspend and resume support

—  Channel status reporting including FIFO level and event flags
TrustZone support:

—  Support for secure and nonsecure DMA transfers, independently at a first channel
level, and independently at a source/destination and link sublevels

—  Secure and nonsecure interrupts reporting, resulting from any of the respectively
secure and nonsecure channels

—  TrustZone-aware AHB slave port, protecting any DMA secure resource (register,
register field) from a nonsecure access

Privileged/unprivileged support:

—  Support for privileged and unprivileged DMA transfers, independently at
channel level

—  Privileged-aware AHB slave port
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Table 11. GPDMA1 channels implementation and usage

Channel
X

Hardware parameters

dma_fifo_ dma_
size[x] |addressing[x]

Features

x=0to 11

Channel x (x = 0 to 11) is implemented with:
— a FIFO of 8 bytes, 2 words
0 — fixed/contiguously incremented addressing

These channels may be also used for GPDMA transfers, between an APB
or AHB peripheral and SRAM.

x=12 to
15

Channel x (x = 12 to 15) is implemented with:
— a FIFO of 32 bytes, 8 words
1 — 2D addressing

These channels may be also used for GPDMA transfers, between
a demanding AHB peripheral and SRAM, or for transfers from/to external
memories.

Table 12. GPDMA1 autonomous mode and wake-up in low-power modes

Feature Low-power modes

Autonomous mode and wake-up GPDMAT1 in Sleep, Stop 0 and Stop 1 modes

3.18
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Low-power direct memory access controller (LPDMA)

The LPDMA controller is a bus master and system peripheral. The LPDMA is used to
perform programmable data transfers between memory-mapped peripherals and/or
memories via linked-lists, upon the control of an off-loaded CPU.

The LPDMA main features are:

Single bidirectional AHB master

Memory-mapped data transfers from a source to a destination:

—  Peripheral-to-memory

—  Memory-to-peripheral

—  Memory-to-memory

—  Peripheral-to-peripheral

Autonomous data transfers during Sleep and Stop modes

Transfers arbitration based on a 4-grade programmed priority at channel level:
—  One high-priority traffic class, for time-sensitive channels (queue 3)

—  Three low-priority traffic classes, with a weighted round-robin allocation for non
time-sensitive channels (queues 0, 1, 2)

Per channel event generation, on any of the following events: transfer complete, or
half-transfer complete, or data transfer error, or user setting error, and/or update
linked-list item error, or completed suspension

Per channel interrupt generation, with separately programmed interrupt enable
per event
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Four concurrent DMA channels:

— Intrachannel DMA transfers chaining via programmable linked-list into memory,
supporting two execution modes: run-to-completion and link step mode

— Intrachannel and interchannel DMA transfers chaining via programmable DMA
input triggers connection to DMA task completion events

Per linked-list item within a channel:
—  Separately programmed source and destination transfers

—  Programmable data handling between source and destination: byte-based
padding or truncation, sign extension and left/right realignment

— Programmable number of data bytes to be transferred from the source, defining
the block level

— Linear source and destination addressing: either fixed or contiguously
incremented addressing, programmed at a block level, between successive
single transfers

—  Programmable DMA request and trigger selection
—  Programmable DMA half-transfer and transfer complete events generation

— Pointer to the next linked-list item and its data structure in memory, with automatic
update of the DMA linked-list control registers

Debug:

—  Channel suspend and resume support
—  Channel status reporting and event flags
TrustZone support

—  Support for secure and nonsecure DMA transfers, independently at a first channel
level, and independently at a source/destination and link sublevels

—  Secure and nonsecure interrupts reporting, resulting from any of the respectively
secure and nonsecure channels

—  TrustZone-aware AHB slave port, protecting any DMA secure resource (register,
register field) from a nonsecure access

Privileged/unprivileged support:

—  Support for privileged and unprivileged DMA transfers, independently at
channel level

—  Privileged-aware AHB slave port

Table 13. LPDMA1 channels implementation and usage

Hardware parameters
Channel . Features
X dma_fifo_ dma_
size[x] addressing[x]
Channel x (x = 0 to 3) is implemented with:
x=0 to3 0 — no FIFO. Only a single source transfer cell is internally registered.
— fixed/contiguously incremented addressing

3
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Table 14. LPDMA1 autonomous mode and wake-up in low-power modes

Feature Low-power modes

Autonomous mode and wake-up LPDMA1 in Sleep, Stop 0, Stop 1 and Stop 2 modes

3.19
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Chrom-ART Accelerator controller (DMA2D)

The Chrom-ART Accelerator (DMA2D) is a specialized DMA dedicated to image
manipulation. It can perform the following operations:

Filling a part or the whole of a destination image with a specific color

Copying a part or the whole of a source image into a part or the whole of a destination
image

Copying a part or the whole of a source image into a part or the whole of a destination
image with a pixel format conversion

Blending a part and/or two complete source images with different pixel format and copy
the result into a part or the whole of a destination image with a different color format.

All the classical color coding schemes are supported from 4-bit up to 32-bit per pixel with
indexed or direct color mode. The DMA2D has its own dedicated memories for CLUTs (color
look-up tables).

The main DMA2D features are:

Single AHB master bus architecture

AHB slave programming interface supporting 8/16/32-bit accesses (except for CLUT
accesses that are 32-bit)

User programmable working area size

User programmable offset for sources and destination areas expressed in pixels or
bytes expressed in pixels or bytes

User programmable sources and destination addresses on the whole memory space
Up to two sources with blending operation

Alpha value can be modified (source value, fixed value, or modulated value)

User programmable source and destination color format

Up to 11 color formats supported from 4-bit up to 32-bit per pixel with indirect or direct
color coding

Two internal memories for CLUT storage in indirect color mode
Automatic CLUT loading or CLUT programming via the CPU
User programmable CLUT size

Internal timer to control AHB bandwidth

Six operating modes: register-to-memory, memory-to-memory, memory-to-memory
with pixel format conversion, memory-to-memory with pixel format conversion and
blending, memory-to memory with pixel format conversion, blending and fixed color
foreground, and memory-to memory with pixel format conversion, blending and fixed
color background

Area filling with a fixed color

Copy from an area to another

Copy with pixel format conversion between source and destination images
Copy from two sources with independent color format and blending

3
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e  Output buffer byte swapping to support refresh of displays through parallel interface
e  Abort and suspend of DMA2D operations

e  Watermark interrupt on a user programmable destination line

e Interrupt generation on bus error or access conflict

e Interrupt generation on process completion

3.20 Interrupts and events

3.20.1 Nested vectored interrupt controller (NVIC)

The devices embed an NVIC that is able to manage 16 priority levels and to handle up to
125 maskable interrupt channels plus the 16 interrupt lines of the Cortex-M33.

The NVIC benefits are the following:

e closely coupled NVIC giving low-latency interrupt processing

e interrupt entry vector table address passed directly to the core

e early processing of interrupts

e  processing of late arriving higher priority interrupts

e  support for tail chaining

e  processor state automatically saved

e interrupt entry restored on interrupt exit with no instruction overhead

e  TrustZone support: NVIC registers banked across secure and nonsecure states

The NVIC hardware block provides flexible interrupt management features with minimal
interrupt latency.

3.20.2 Extended interrupt/event controller (EXTI)

The EXTI manages the individual CPU and system wake-up through configurable event
inputs. It provides wake-up requests to the power control, and generates an interrupt
request to the CPU NVIC and events to the CPU event input. For the CPU, an additional
event generation block (EVG) is needed to generate the CPU event signal.

The EXTI wake-up requests allow the system to be woken up from Stop modes.

The interrupt request and event request generation can also be used in Run modes.
The EXTI also includes the EXTI multiplexer I/O port selection.
The EXTI main features are the following:
e All eventinputs allowed to wake up the system
e Configurable events (signals from 1/Os or peripherals able to generate a pulse)
—  Selectable active trigger edge
— Interrupt pending status register bit independent for the rising and falling edge

— Individual interrupt and event generation mask, used for conditioning the CPU
wake-up, interrupt, and event generation

—  Software trigger possibility

3
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. TrustZone secure events

—  The access to control and configuration bits of secure input events can be made
secure

e EXTI I/O port selection

Cyclic redundancy check calculation unit (CRC)

The CRC is used to get a CRC code using a configurable generator with polynomial value
and size.

Among other applications, the CRC-based techniques are used to verify data transmission
or storage integrity. In the scope of the EN/IEC 60335-1 standard, they offer a mean to verify
the flash memory integrity.

The CRC calculation unit helps to compute a signature of the software during runtime that
can be ulteriorly compared with a reference signature generated at link-time and that can be
stored at a given memory location.

CORDIC coprocessor (CORDIC)

The CORDIC coprocessor provides hardware acceleration of certain mathematical
functions, notably trigonometric, commonly used in motor control, metering, signal
processing and many other applications. It speeds up the calculation of these functions
compared to a software implementation, allowing a lower operating frequency, or freeing up
processor cycles in order to perform other tasks.

The CORDIC main features are:

e  24-bit CORDIC rotation engine

e  Circular and hyperbolic modes

e Rotation and vectoring modes

¢ Functions: sine, cosine, sinh, cosh, atan, atan2, atanh, modulus, square root,
natural logarithm

e  Programmable precision

e  Low-latency AHB slave interface

e Results can be read as soon as ready without polling or interrupt
e DMAread and write channels

e  Multiple register read/write by DMA

Filter math accelerator (FMAC)

The FMAC performs arithmetic operations on vectors. It comprises a MAC
(multiplier/accumulator) unit, together with address generation logic that allows it to index
vector elements held in local memory.

The unit includes support for circular buffers on input and output that allows digital filters to
be implemented. Both finite and infinite impulse response filters can be done.

3
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3.24

3.24.1

3

The unit allows frequent or lengthy filtering operations to be offloaded from the CPU, freeing
up the processor for other tasks. In many cases it can accelerate such calculations
compared to a software implementation, resulting in a speed-up of time critical tasks.

The FMAC main features are:

16 x 16-bit multiplier

24 + 2-bit accumulator with addition and subtraction
16-bit input and output data

256 x 16-bit local memory

Up to three areas can be defined in memory for data buffers (two inputs, one output),
defined by programmable base address pointers and associated size registers

Input and output buffers can be circular

Filter functions: FIR, IIR (direct form 1)

Vector functions: dot product, convolution, correlation
AHB slave interface

DMA read and write data channels

Flexible static memory controller (FSMC)

The FSMC includes two memory controllers:

NOR/PSRAM memory controller
NAND/memory controller

The FSMC is also named flexible memory controller (FMC).

The main features of the FSMC are the following:

Interface with static-memory mapped devices including:

—  Static random access memory (SRAM)

— NOR flash memory/OneNAND flash memory

—  PSRAM (four memory banks)

— NAND flash memory with ECC hardware to check up to 8 Kbytes of data
—  Ferroelectric RAM (FRAM)

8-,16-bit data bus width

Independent chip select control for each memory bank

Independent configuration for each memory bank

Write FIFO

LCD parallel interface

The FSMC can be configured to interface seamlessly with most graphic LCD controllers. It
supports the Intel® 8080 and Motorola® 6800 modes, and is flexible enough to adapt to
specific LCD interfaces.

This LCD parallel interface capability makes it easy to build cost effective graphic
applications using LCD modules with embedded controllers or high-performance solutions
using external controllers with dedicated acceleration.
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FSMC TrustZone security

When the TrustZone security is enabled, the whole FSMC banks are secure after reset.
Nonsecure area can be configured using the TZSC MPCWMx controller:

e FSMC NOR/PSRAM bank:

— Up to two nonsecure areas can be configured thought the TZSC MPCWM2
controller with a 64-Kbyte granularity

e  FSMC NAND bank:
—  Can be either configured as fully secure or fully nonsecure using the TZSC
MPCWM3 controller

The FSMC registers can be configured as secure through the TZSC controller.

Octo-SPI interface (OCTOSPI)

The devices embed two OCTOSPIs. The OCTOSPI supports most external serial memories
such as serial PSRAMs, serial NAND and serial NOR flash memories, HyperRAMs™ and
HyperFlash™ memories, with the following functional modes:

e Indirect mode: all the operations are performed using the OCTOSPI registers.

e  Status-polling mode: the external memory status register is periodically read and
an interrupt can be generated in case of flag setting.

e Memory-mapped mode: the external memory is memory mapped and is seen by the
system as if it were an internal memory supporting read and write operation.
The OCTOSPI supports the following protocols with associated frame formats:

e the standard frame format with the command, address, alternate byte, dummy cycles,
and data phase

e the HyperBusTM frame format

The OCTOSPI offers the following features:

e  Three functional modes: Indirect, Status-polling, and Memory-mapped
e Read and write support in Memory-mapped mode

e  Supports for single, dual, quad, and octal communication

e Dual-quad mode, where eight bits can be sent/received simultaneously by accessing
two quad memories in parallel.

e SDR (single-data rate) and DTR (double-transfer rate) support

e Data strobe support

e  Fully programmable opcode

e  Fully programmable frame format

e  HyperBus support

e Integrated FIFO for reception and transmission

e 8-, 16-, and 32-bit data accesses allowed

e  DMA channel for Indirect mode operations

e Interrupt generation on FIFO threshold, timeout, operation complete, and access error

3
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3.26

3.27

3.28

3

OCTOSPI TrustZone security

When the TrustZone security is enabled, the whole OCTOSPI bank is secure after reset.

Up to two nonsecure areas can be configured thought the TZSC MPCWM1 and MPCWM5
controllers with a granularity of 64 Kbytes.

The OCTOSPI registers can be configured as secure through the TZSC controller.

OCTOSPI I/0 manager (OCTOSPIM)

The OCTOSPI I/O manager is a low-level interface enabling:

o efficient OCTOSPI pin assignment with a full I/O matrix (before alternate function map)

e  multiplex of Single-, Dual-, Quad-, Octal-SPI interfaces over the same bus and hence
support memories embedded in a multichip package

The OCTOSPIM main features are:

e  Supports up to two single-, dual-, quad-, octal-SPI interfaces

e  Supports up to two ports for pin assignment

e  Fully programmable 1/0 matrix for pin assignment by function (data/control/clock)

Delay block (DLYB)

The delay block (DLYB) is used to generate an output clock that is dephased from the input
clock. The phase of the output clock must be programmed by the user application. The
output clock is then used to clock the data received by another peripheral such as

a SDMMC or Octo-SPI interface. The delay is voltage and temperature dependent, that may
require the application to reconfigure and recenter the output clock phase with the received
data.

The delay block main features are:

e Input clock frequency ranging from 25 to 160 MHz

e Upto 12 oversampling phases

Analog-to-digital converter (ADC1 and ADC4)

The devices embed two successive approximation analog-to-digital converters.

Table 15. ADC features

ADC modes/features(") ADC1 ADC4
Resolution 14 bits 12 bits
Maximum sampling speed for maximum resolution 2.5 Msps 2.5 Msps
Hardware offset calibration X X
Hardware linearity calibration X -
Single-ended inputs X X
Differential inputs X -
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Table 15. ADC features (continued)

ADC modesi/features!? ADC1 ADC4
Injected channel conversion X -
Oversampling up to x1024 up to x256
Data register 32 bits 16 bits
DMA support X X
Parallel data output to MDF X -
Autonomous mode - X
Offset compensation X -
Gain compensation X -
Number of analog watchdogs 3 3
Wake-up from Stop mode - x@

1. X = supported.
2. Wake-up supported from Stop 0, Stop 1 and Stop 2 modes.

Analog-to-digital converter 1 (ADC1)

The ADC1 is a 14-bit ADC successive approximation analog-to-digital converter.

This ADC has up to 20 multiplexed channels. A/D conversion of the various channels can
be performed in Single, Continuous, Scan or Discontinuous mode. The result of the ADC is
stored in a left-aligned or right-aligned 32-bit data register.

This ADC is mapped on the AHB bus to allow fast data handling. The analog watchdog
features allow the application to detect if the input voltage goes outside the user-defined
high or low thresholds.

A built-in hardware over sampler allows analog performances to be improved while
off-loading the related computational burden from the CPU.

An efficient low-power mode is implemented to allow very low consumption at low
frequency.
The ADC1 main features are:

e  High-performance features
- 14-, 12-, 10-, or 8-bit configurable resolution
—  A/D conversion time independent from the AHB bus clock frequency
—  Faster conversion time by lowering resolution
— Management of single-ended or differential inputs (programmable per channels)
— Fast data handling thanks to the AHB slave bus interface
—  Self-calibration (both offset and linearity)
—  Channel-wise programmable sampling time
—  Flexible sampling time control

—  Up to four injected channels (analog inputs assignment to regular or injected
channels is fully configurable)

— Fast context switching thanks to the hardware assistant that prepares the context
of the injected channels
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—  Data alignment with in-built data coherency

— Data can be managed by GPDMA for regular channel conversions with FIFO
— Data can be routed to MDF for post processing

—  Four dedicated data registers for the injected channels
Oversampler

—  32-bit data register

—  Oversampling ratio adjustable from 2 to 1024

—  Programmable data right and left shift

Data preconditioning

—  Gain compensation

—  Offset compensation

Low-power features

—  Speed adaptive low-power mode to reduce ADC consumption when operating at
low frequency

—  Slow bus frequency application while keeping optimum ADC performance

— Automatic control to avoid ADC overrun in low AHB bus clock frequency
application (autodelayed mode)

ADC features an external analog input channel:

— Upto 17 channels from dedicated GPIO pads

Three additional internal dedicated channels:

—  One channel for internal reference voltage (VREFINT)
—  One channel for internal temperature sensor (VSENSE)
—  One channel for VBAT monitoring channel (VBAT/4)
Start-of-conversion can be initiated:

— by software for both regular and injected conversions

— by hardware triggers with configurable polarity (internal timers events or GPIO
input events) for both regular and injected conversions

Conversion modes

— Single mode: the ADC converts a single channel. The conversion is triggered by
a special event.

—  Scan mode: the ADC scans and converts a sequence of channels.
—  Continuous mode: the ADC converts continuously selected inputs.
— Discontinuous mode: the ADC converts a subset of the conversion sequence.

Interrupt generation when the ADC is ready, at end of sampling, end of conversion
(regular or injected), end of sequence conversion (regular or injected), analog
watchdog 1, 2 or 3 or when an overrun event occurs

Three analog watchdogs
—  Filtering to ignore out-of-range data
ADC input range: Vgga <VIN < VREF+

The ADC1 analog block clock frequency must be between 5 MHz and 55 MHz.
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Analog-to-digital converter 4 (ADC4)

The 12-bit ADC4 is a successive approximation analog-to-digital converter. It has up to
25 multiplexed channels allowing it to measure signals from 19 external and six internal
sources. A/D conversion of the various channels can be performed in Single, Continuous,
Scan or Discontinuous mode. The result of the ADC is stored in a left-aligned or
right-aligned 16-bit data register.

The analog watchdog feature allows the application to detect if the input voltage goes
outside the user-defined higher or lower thresholds.

An efficient low-power mode is implemented to allow very low consumption at low
frequency. The ADC4 is autonomous in low-power modes down to Stop 2 mode.

A built-in hardware oversampler allows analog performances to be improved while
off-loading the related computational burden from the CPU.
The ADC4 main features are:
e  High performance
- 12-, 10-, 8- or, 6-bit configurable resolution

—  A/D conversion time: 0.4 ys for 12-bit resolution (2.5 MHz), faster conversion
times obtained by lowering resolution

—  Self-calibration
—  Programmable sampling time
—  Data alignment with built-in data coherency
—  DMA support
e Low-power

— HCLK frequency reduced for low-power operation while still keeping optimum
ADC performance

—  Wait mode: ADC overrun prevented in applications with low frequency HCLK

— Auto-off mode: ADC automatically powered off except during the active
conversion phase, dramatically reducing the ADC power consumption

—  Autonomous mode: In low-power modes down to Stop 2 mode, the ADC4 is
automatically switched on when a trigger occurs to start conversion, and it is
automatically switched off after conversion. Data are transferred in SRAM
with DMA.

—  ADC4 interrupts wake up the device from Stop 0, Stop 1, and Stop 2 modes.
e Analog input channels

—  Up to 19 external analog inputs

—  One channel for the internal temperature sensor (Vggnsg)

—  One channel for the internal reference voltage (VrgrNT)

—  One channel for the internal digital core voltage (Vcorg)

—  One channel for monitoring the external VBAT power supply pin

—  Connection to two DAC internal channels
e  Start-of-conversion can be initiated:

— By software

— By hardware triggers with configurable polarity (timer events or GPIO input
events)
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e  Conversion modes
—  Conversion of a single channel or scan of a sequence of channels
—  Selected inputs converted once per trigger in Single mode
—  Selected inputs converted continuously in Continuous mode
—  Discontinuous mode
e Interrupt generation at the end of sampling, end of conversion, end of sequence
conversion, and in case of analog watchdog or overrun events, with wake-up from Stop
capability
e Analog watchdog
e  Oversampler
—  16-bit data register
—  Oversampling ratio adjustable from 2 to 256
—  Programmable data shift up to 8 bits
e  ADC supply requirements: 1.62 t0 3.6 V
e ADC inputrange: Vgsa < V|N < VREF+

The ADC4 analog block clock frequency must be between 140 kHz and 55 MHz.

Temperature sensor

The temperature sensor generates a voltage Vggnsg that varies linearly with temperature.
The temperature sensor is internally connected to ADC1 and ADC4 input channel that is
used to convert the sensor output voltage into a digital value.

The sensor provides good linearity but it must be calibrated to obtain a good accuracy of the
temperature measurement. As the offset of the temperature sensor varies from chip to chip
due to process variation, the uncalibrated internal temperature sensor is suitable for
applications that detect temperature changes only.

To improve the accuracy of the temperature sensor measurement, each device is
individually factory-calibrated by ST. The temperature sensor factory calibration data are
stored by STMicroelectronics in the system memory area, accessible in read-only mode.

Table 16. Temperature sensor calibration values

Calibration
value name

Description Memory address

TS_CAL1

Temperature sensor 14-bit raw data acquired by ADC1

230 °C (£ 5 °C). Vppp = Visers = 3.0 V (& 10 mV) 0XOBFA 0710 - 0XOBFA 0711

TS_CAL2

Temperature sensor 14-bit raw data acquired by ADC1

at 130 °C (2 5 °C), Vppa = Vrer+ = 3.0 V ( 10 mV) 0xOBFA 0742 - 0x0BFA 0743

3
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3.28.4 Internal voltage reference (VREFINT)
The VREFINT provides a stable (bandgap) voltage output for the ADC and the comparators.
The VREFINT is internally connected to ADC1 and ADC4 input channels.
The precise voltage of VREFINT is individually measured for each part by
STMicroelectronics during production test and stored in the system memory area. It is
accessible in read-only mode.

Table 17. Internal voltage reference calibration values
Calibration value name Description Memory address
14-bit raw data acquired by ADC1
VREFINT_CAL at 30 °C (£ 5 °C), Vppa = Veers = 3.0 V (£ 10 mV) 0xOBFA 07AS5 - 0OxOBFA 07A6

3.28.5 Vgar battery voltage monitoring
This embedded hardware enables the application to measure the Vgt battery voltage using
ADC1 or ADC4 input channel. As the Vg7 voltage may be higher than the Vppa, and thus
outside the ADC input range, the VBAT pin is internally connected to a bridge divider by
four. As a consequence, the converted digital value is a quarter of the Vgt voltage.

3.29 Digital-to-analog converter (DAC)
The DAC module is a 12-bit, voltage output digital-to-analog converter. The DAC can be
configured in 8- or 12-bit mode and may be used with the DMA controller. In 12-bit mode,
the data may be left- or right-aligned.
The DAC features two output channels, each with its own converter. In dual DAC channel
mode, conversions can be done independently or simultaneously when both channels are
grouped together for synchronous update operations. An input reference pin, VREF+
(shared with others analog peripherals) is available for better resolution. An internal
reference can also be set on the same input.
The DAC_OUTXx pin can be used as general-purpose input/output (GP10O) when the DAC
output is disconnected from output pad and connected to on chip peripheral. The DAC
output buffer can be optionally enabled to allow a high drive output current. An individual
calibration can be applied on each DAC output channel. The DAC output channels support
a low-power mode, the sample and hold mode.
The digital interface supports the following features:
e  One DAC interface, maximum two output channels
e Left orright data alignment in 12-bit mode
e  Synchronized update capability
¢ Noise-wave and triangular-wave generation
e  Sawtooth wave generation
e  Dual DAC channel for independent or simultaneous conversions
e  DMA capability for each channel including DMA underrun error detection
e  Double data DMA capability to reduce the bus activity
e  External triggers for conversion
e  DAC output channel buffered/unbuffered modes
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o Buffer offset calibration
e Each DAC output can be disconnected from the DAC_OUTx output pin
e  DAC output connection to on chip peripherals

e  Sample and hold mode for low-power operation in Stop mode. The DAC voltage can
be changed autonomously with the DMA while the device is in Stop mode.

e  Autonomous mode to reduce the power consumption for the system
e \oltage reference input

Voltage reference buffer (VREFBUF)

The devices embed a voltage reference buffer that can be used as voltage reference for
ADCs, DACs and also as voltage reference for external components through the
VREF+ pin.

Figure 6. VREFBUF block diagram

VRerINT —
VREF+

Il

\
L q/#

VSSA
MSv64430V2

The internal voltage reference buffer supports four voltages: 1.5V, 1.8 V, 2.048 V, and 2.5 V.

An external voltage reference can be provided through the VREF+ pin when the internal
voltage reference buffer is off.

The VREF+ pin is double-bonded with VDDA on some packages. In these packages, the
internal voltage reference buffer is not available.

Comparators (COMP)

The devices embed two rail-to-rail comparators with programmable reference voltage
(internal or external), hysteresis and speed (low speed for low power) and with selectable
output polarity.

The reference voltage can be one of the following:

e  External I/O

e DAC output channels

e Internal reference voltage or submultiple (1/4, 1/2, 3/4)
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All comparators can wake up from Stop 0, Stop 1 and Stop 2 modes, generate interrupts and
breaks for the timers and can also be combined into a window comparator.

Operational amplifiers (OPAMP)

The devices embed two operational amplifiers with external or internal follower routing and
PGA capability.

The operational amplifier features:

e  Low-input bias current

e Low-offset voltage

e Low-power mode

¢ Rail-to-rail input

Multifunction digital filter (MDF) and audio digital filter (ADF)
The table below lists the set of features implemented into the MDF and the ADF.

Table 18. MDF features

MDF modes/features! ADF1 MDF1
Number of filters (DFLTx) and serial interfaces (SITFx) 1 6
ADF_CKIO0 / MDF_CKIly connected to pins - X
Sound activity detection (SAD) X -
RXFIFO depth (number of 24-bit words) 4 4
ADC connected to ADCITF1 - ADCA1

ADC connected to ADCITF2 -

Motor dedicated features (SCD, OLD, OEC, INT, snapshot, break) - X
Main path with CIC4, CIC5 X X
Main path with CIC1,2, 3 or FastSinc - X
RSFLT, HPF, SAT, SCALE, DLY, Discard functions X X
X@) X3

Autonomous in Stop mode

1. X =supported.
2. Stop 0, Stop 1 and Stop 2 modes only.
3. Stop 0 and Stop 1 modes only.

Multifunction digital filter (MDF)

The MDF is a high-performance module dedicated to the connection of external sigma-delta
(ZA) modulators. It is mainly targeted for the following applications:

e audio capture signals

e  motor control

e  metering

The MDF features six digital serial interfaces (SITFx) and digital filters (DFLTx) with flexible
digital processing options to offer up to 24-bit final resolution.

The DFLTx of the MDF also include the filters of the ADF (audio digital filter).

DS13737 Rev 9 ‘Yl




STM32U575xx Functional overview

3

The MDF can receive, via its serial interfaces, streams coming from various digital sensors.
The MDF supports the following standards allowing the connection of various XA modulator
SEnsors:

e SPlinterface

e  Manchester coded 1-wire interface

e PDM interface

A flexible BSMX (bitstream matrix) allows the connection of any incoming bitstream to any
filter.

The MDF converts an input data stream into clean decimated digital data words. This
conversion is done thanks to low-pass digital filters and decimation blocks. In addition it is
possible to insert a high-pass filter or DC offset correction block.

The conversion speed and resolution are adjustable according to configurable parameters
for digital processing: filter type, filter order, decimation ratio, integrator length. The
maximum output data resolution is up to 24 bits. There are two conversion modes: single
conversion and continuous modes. The data can be automatically stored in a system RAM
buffer through DMA, thus reducing the software overhead.

A flexible trigger interface can be used to control the conversion start. This timing control
can trigger simultaneous conversions or insert a programmable delay between conversions.

The MDF features an OLD (out-off limit detectors) function. There is one OLD for each
digital filter chain. Independent programmable thresholds are available for each OLD,
making it very suitable for overcurrent detection.

An SCD (short circuit detector) is also available for every selected bitstream. The SCD is
able to detect a short-circuit condition with a very short latency. Independent programmable
thresholds are offered in order to define the short circuit condition.

All the digital processing is performed using only the kernel clock. The MDF requests the
bus interface clock (AHB clock) only when data must be transferred or when a specific event
requests the attention of the system processor.
The MDF main features are:
e AHB interface
e  Six serial digital inputs:
— configurable SPI interface to connect various digital sensors
—  configurable Manchester coded interface support
— compatible with PDM interface to support digital microphones
e  Two common clock input/output for ZA modulators
e Flexible BSMX for connection between filters and digital inputs
e Two inputs to connect the internal ADCs
e Six flexible digital filter paths, including:
— Aconfigurable CIC filter:
- Can be split into two CIC filters: high-resolution filter and out-off limit detector
- Can be configured in Sinc? filter
- Can be configured in Sinc® filter
- Adjustable decimation ratio
— Avreshape filter to improve the out-off band rejection and in-band ripple
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—  Ahigh-pass filter to cancel the DC offset
—  An offset error cancellation
—  Gain control
—  Saturation blocks
—  An out-off limit detector
e  Short-circuit detector
e Clock absence detector
e  16- or 24-bit signed output data resolution
e  Continuous or single conversion
e  Possibility to delay independently each bitstream
e  Various trigger possibilities
e  Break generation on out-of limit or short-circuit detector events
e  Autonomous functionality in Stop modes
e DMA can be used to read the conversion data
e Interrupts services

3.33.2  Audio digital filter (ADF)

The ADF is a high-performance module dedicated to the connection of external A
modulators. It is mainly targeted for the following applications:
e audio capture signals

e metering

The ADF features one digital serial interface (SITF0) and one digital filter (DFLTO) with
flexible digital processing options to offer up to 24-bit final resolution.

The DLFTO of the ADF is a subset of the digital filters included into the MDF.

The ADF serial interface supports several standards allowing the connection of various A
modulator sensors:

e SPlinterface
. Manchester coded 1-wire interface
. PDM interface

A flexible BSMX allows the connection of any incoming bitstream to any filter.

The ADF converts an input data stream into clean decimated digital data words. This
conversion is done thanks to low-pass digital filters and decimation blocks. In addition it is
possible to insert a high-pass filter or a DC offset correction block.

The conversion speed and resolution are adjustable according to configurable parameters
for digital processing: filter type, filter order, decimation ratio. The maximum output data
resolution is up to 24 bits. There are two conversion modes: single conversion and
continuous modes. The data can be automatically stored in a system RAM buffer through
DMA, thus reducing the software overhead.

A SAD (sound activity detector) is available for the detection of “speech-like” signals. The
SAD is connected at the output of DFLTO. Several parameters can be programmed to adjust
properly the SAD to the sound environment. The SAD can strongly reduce the power
consumption by preventing the storage of samples into the system memory as long as the
observed signal does not match the programmed criteria.
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A flexible trigger interface can be used to control the start of conversion of the ADF.

All the digital processing is performed using only the kernel clock. The ADF requests the bus
interface clock (AHB clock) only when data must be transferred or when a specific event
requests the attention of the system processor.
The ADF main features are:
e AHB interface
e  One serial digital input:
—  Configurable SPI interface to connect various digital sensors
—  Configurable Manchester coded interface support
—  Compatible with PDM interface to support digital microphones
e  Two common clocks input/output for XA modulators
e Flexible BSMX for connection between filters and digital inputs
e  One flexible digital filter path, including:
— Aconfigurable CIC filter:
- Can be configured in Sinc? filter
- Can be configured in Sinc? filter
- Adjustable decimation ratio
—  Avreshape filter to improve the out-off band rejection and in-band ripple
—  Ahigh-pass filter to cancel the DC offset
—  Gain control
—  Saturation blocks
e  Clock absence detector
e  Sound activity detector
e  16- or 24-bit signed output data resolution
e  Continuous or single conversion
e  Possibility to delay independently each bitstream
e  Various trigger possibilities
e  Autonomous mode in Stop 0, Stop 1 and Stop 2 modes
e  Wake-up from Stop with all interrupts
e DMA can be used to read the conversion data
e Interrupts services

3
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Digital camera interface (DCMI)

The DCMI is a synchronous parallel interface able to receive a high-speed data flow from
an external 8-, 10-, 12-, or 14-bit CMOS camera module. It supports different data formats:
YCbCr4:2:2/RGB565 progressive video and compressed data (JPEG).

This interface is for use with black and white cameras, X24 and X5 cameras, and it is
assumed that all preprocessing such as resizing is performed in the camera module.
The DCMI features are:
e 8-, 10-, 12-, or 14-bit parallel interface
e Embedded/external line and frame synchronization
e Continuous or snapshot mode
e Crop feature
e  Supports the following data formats:
—  8/10/12/14-bit progressive video: either monochrome or raw Bayer
—  YCbCr 4:2:2 progressive video
— RGB 565 progressive video
—  Compressed data: JPEG

Parallel synchronous slave interface (PSSI)

The PSSI and the DCMI use the same circuitry. As a result, these two peripherals cannot be
used at the same time: when using the PSSI, the DCMI registers cannot be accessed, and
vice versa. In addition, the PSSI and the DCMI share the same alternate functions and the
same interrupt vector.

The PSSl is a generic synchronous 8-/16-bit parallel data input/output slave interface. It

enables the transmitter to send a data valid signal that indicates when the data is valid, and

the receiver to output a flow control signal that indicates when it is ready to sample the data.

The PSSI peripheral main features are the following:

e Slave mode operation

e  8-bit or 16-bit parallel data input or output

e 4-word (16-byte) FIFO

e Data enable (PSSI_DE) alternate function input and ready (PSSI_RDY) alternate
function output

When selected, these inputs can either enable the transmitter to indicate when the data is
valid, or allow the receiver to indicate when it is ready to sample the data, or both.

Touch sensing controller (TSC)

The TSC provides a simple solution to add capacitive sensing functionality to any
application. A capacitive sensing technology is able to detect finger presence near

an electrode that is protected from direct touch by a dielectric (such as glass or plastic). The
capacitive variation introduced by the finger (or any conductive object) is measured using
a proven implementation based on a surface charge transfer acquisition principle.
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The TSC is fully supported by the STMTouch touch sensing firmware library that is free to
use and allows touch sensing functionality to be implemented reliably in the end application.

The TSC main features are the following:

Proven and robust surface charge transfer acquisition principle
Supports up to 22 capacitive sensing channels

Up to eight capacitive sensing channels can be acquired in parallel offering a very good
response time

Spread spectrum feature to improve system robustness in noisy environments
Full hardware management of the charge transfer acquisition sequence
Programmable charge transfer frequency

Programmable sampling capacitor 1/O pin

Programmable channel I/O pin

Programmable max count value to avoid long acquisition when a channel is faulty
Dedicated end of acquisition and max count error flags with interrupt capability

One sampling capacitor for up to three capacitive sensing channels to reduce the
system components

Compatible with proximity, touchkey, linear and rotary touch sensor implementation
Designed to operate with STMTouch touch sensing firmware library

The number of capacitive sensing channels is dependent on the size of the packages and
subject to I/O availability.

True random number generator (RNG)

The RNG is a true random number generator that provides full entropy outputs to the
application as 32-bit samples. It is composed of a live entropy source (analog) and
an internal conditioning component.

The RNG is a NIST SP 800-90B compliant entropy source that can be used to construct
a nondeterministic random bit generator (NDRBG).

The true random generator:

delivers 32-bit true random numbers, produced by an analog entropy source
conditioned by a NIST SP800-90B approved conditioning stage

can be used as entropy source to construct a nondeterministic random bit generator
(NDRBG)

produces four 32-bit random samples every 412 AHB clock cycles if fapg < 77 MHz
(256 RNG clock cycles otherwise)

embeds startup and NIST SP800-90B approved continuous health tests (repetition
count and adaptive proportion tests), associated with specific error management

can be disabled to reduce power consumption, or enabled with an automatic low-power
mode (default configuration)

has an AMBA AHB slave peripheral, accessible through 32-bit word single accesses
only (else an AHB bus error is generated, and the write accesses are ignored)
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3.38 HASH hardware accelerator (HASH)

The HASH is a fully compliant implementation of the secure hash algorithm

(SHA-1, SHA-224, SHA-256), the MD5 (message-digest algorithm 5) hash algorithm and
the HMAC (keyed-hash message authentication code) algorithm. HMAC is suitable for
applications requiring message authentication.

The HASH computes FIPS (Federal information processing standards) approved digests of
length of 160, 224, 256 bits, for messages of up to (284 — 1) bits. It also computes 128 bits
digests for the MD5 algorithm.

The HASH main features are:

e  Suitable for data authentication applications, compliant with:

—  Federal Information Processing Standards Publication FIPS PUB 180-4, Secure
Hash Standard (SHA-1 and SHA-2 family)

—  Federal Information Processing Standards Publication FIPS PUB 186-4, Digital
Signature Standard (DSS)

— Internet Engineering Task Force (IETF) Request For Comments RFC 1321, MD5
Message-Digest Algorithm

— Internet Engineering Task Force (IETF) Request For Comments RFC 2104,
HMAC: Keyed-Hashing for Message Authentication and Federal Information
Processing Standards Publication FIPS PUB 198-1, The Keyed-Hash Message
Authentication Code (HMAC)

e  Fast computation of SHA-1, SHA-224, SHA-256, and MD5

— 82 (respectively 66) clock cycles for processing one 512-bit block of data using
SHA-1 (respectively SHA-256) algorithm

— 66 clock cycles for processing one 512-bit block of data using MD5 algorithm

e  Corresponding 32-bit words of the digest from consecutive message blocks are added
to each other to form the digest of the whole message:

— Automatic 32-bit words swapping to comply with the internal little-endian
representation of the input bit string

—  Word swapping supported: bits, bytes, half-words, and 32-bit words

e Automatic padding to complete the input bit string to fit digest minimum block size of
512 bits (16 x 32 bits)

e  Single 32-bit input register associated to an internal input FIFO of sixteen 32-bit words,
corresponding to one block size

e  AHB slave peripheral, accessible through 32-bit word accesses only (else an AHB
error is generated)

e 8 x 32-bit words (HO to H7) for output message digest

e  Automatic data flow control with support of direct memory access (DMA) using one
channel. Single or fixed burst of 4 supported.

e Interruptible message digest computation, on a per-32-bit word basis
— Reloadable digest registers
— Hashing computation suspend/resume mechanism, including using DMA

3
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3.39 Timers and watchdogs

The devices include two advanced control timers, up to seven general-purpose timers, two
basic timers, four low-power timers, two watchdog timers and two SysTick timers.

The table below compares the features of the advanced control, general-purpose and basic

timers.
Table 19. Timer feature comparison
- - Counter Counter Prescaler DMA Capture/ Complementary
Timer type Timer . request compare
resolution type factor - outputs
generation | channels
Any integer
A‘i‘(’)ﬁ;‘r‘;‘fd TIM1, TIM8 | 16 bits lijp' gg‘\:"v:’ between 1 and Yes 4 3
P 65536
Any integer
General- | TIM2, TIM3, 32 bits Up, down, between 1 and Yes 4 No
purpose | TIM4, TIM5 Up/down
65536
Any integer
Gsrr‘e::('a TIM15 16 bits Up between 1 and Yes 2 1
pup 65536
) Any integer
Gjrn%r:é -I;-I|'|\\A/|113 16 bits Up between 1 and Yes 1 1
purp 65536
Any integer
Basic TIM6, TIM7 16 bits Up between 1 and Yes 0 No
65536

3.39.1 Advanced-control timers (TIM1, TIM8)

The advanced-control timers can each be seen as a three-phase PWM multiplexed on six
channels. They have complementary PWM outputs with programmable inserted
dead-times. They can also be seen as complete general-purpose timers.

The four independent channels can be used for:

e Input capture

e  Output compare

e  PWM generation (edge or center-aligned modes) with full modulation capability
(0-100%)
e  One-pulse mode output

In Debug mode, the advanced-control timer counter can be frozen and the PWM outputs
disabled in order to turn off any power switches driven by these outputs.

Many features are shared with the general-purpose TIMx timers (described in the next
section) using the same architecture, so the advanced-control timers can work together with
the TIMx timers via the Timer Link feature for synchronization or event chaining.

3
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General-purpose timers (TIM2, TIM3, TIM4, TIMS5, TIM15,
TIM16, TIM17)

There are up to seven synchronizable general-purpose timers embedded in the
STM32U575xx devices (see Table 19 for differences). Each general-purpose timer can be
used to generate PWM outputs, or act as a simple time base.

e TIM2, TIM3, TIM4, and TIM5

They are full-featured general-purpose timers with 32-bit autoreload up/downcounter
and 16-bit prescaler.

These timers feature four independent channels for input capture/output compare,

PWM, or one-pulse mode output. They can work together, or with the other

general-purpose timers via the Timer Link feature for synchronization or event

chaining.

The counters can be frozen in Debug mode.

All have independent DMA request generation and support quadrature encoders.
e TIM15,16 and 17

They are general-purpose timers with mid-range features.

They have 16-bit autoreload upcounters and 16-bit prescalers.

—  TIM15 has two channels and one complementary channel

— TIM16 and TIM17 have one channel and one complementary channel

All channels can be used for input capture/output compare, PWM, or one-pulse
mode output.

The timers can work together via the Timer Link feature for synchronization or event
chaining. The timers have independent DMA request generation.

The counters can be frozen in Debug mode.

Basic timers (TIM6 and TIM7)

The basic timers are mainly used for DAC trigger generation. They can also be used as
generic 16-bit timebase.

Low-power timers (LPTIM1, LPTIM2, LPTIM3, LPTIM4)

The devices embed four low-power timers. These timers have an independent clock and are
running in Stop mode if they are clocked by HSI16, MSI, LSE, LSI, or an external clock.
They are able to wake up the system from Stop mode.

LPTIM1, LPTIM3, and LPTIM4 are active in Stop 0, Stop 1 and Stop 2 modes.
LPTIM2 is active in Stop 0 and Stop 1 mode.

The low-power timer supports the following features:

e  16-bit up counter with 16-bit autoreload register

e  3-bit prescaler with eight possible dividing factors (1, 2, 4, 8, 16, 32, 64, 128)
e  Selectable clock

— Internal clock sources: LSE, LSI, HSI16, MSIK (LPTIM1, LPTIM3, LPTIM4 only) or
APB clock (LPTIMZ2 only)

—  External clock source over LPTIM input (working with no LP oscillator running,
used by Pulse Counter application)
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e 16-bit ARR autoreload register

e  16-bit capture/compare register

e  Continuous/One-shot mode

e  Selectable software/hardware input trigger

e  Programmable digital glitch filter

e  Configurable output: pulse, PWM

e  Configurable I/O polarity

e Encoder mode

e  Repetition counter

e Upto 2 independent channels for:
—  Input capture
—  PWM generation (edge-aligned mode)
—  One-pulse mode output

e Interrupt generation on 10 events

e  DMArequest generation on the following events:
— Update event
—  Input capture

Infrared interface (IRTIM)

An infrared interface (IRTIM) for remote control is available on the device. It can be used
with an infrared LED to perform remote control functions. It uses internal connections with
TIM16 and TIM17.

Independent watchdog (IWDG)

The independent watchdog is based on a 12-bit downcounter and an 8-bit prescaler. It is
clocked from an independent 32 kHz internal RC (LSI) and, as it operates independently
from the main clock, it can operate in Stop and Standby modes. It can be used either as

a watchdog to reset the device when a problem occurs, or as a free running timer for
application timeout management. It is hardware or software configurable through the option
bytes. The counter can be frozen in Debug mode.

Window watchdog (WWDG)

The window watchdog is based on a 7-bit downcounter that can be set as free running. It
can be used as a watchdog to reset the device when a problem occurs. It is clocked from
the main clock. It has an early warning interrupt capability and the counter can be frozen
in Debug mode.

SysTick timer
The Cortex-M33 with TrustZone embeds two SysTick timers.

When TrustZone is activated, two SysTick timers are available:
e  SysTick, secure instance
e  SysTick, nonsecure instance
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When TrustZone is disabled, only one SysTick timer is available. This timer (secure or
nonsecure) is dedicated to real-time operating systems, but can also be used as a standard
down counter. It features:

e A 24-bit down counter

e  Autoreload capability

e Maskable system interrupt generation when the counter reaches 0
e Programmable clock source

Real-time clock (RTC), tamper and backup registers

Real-time clock (RTC)

The RTC supports the following features:

e  Calendar with subsecond, seconds, minutes, hours (12 or 24 format), weekday, date,
month, year, in BCD (binary-coded decimal) format

e  Binary mode with 32-bit free-running counter
e Automatic correction for 28, 29 (leap year), 30, and 31 days of the month
e Two programmable alarms

e On-the-fly correction from 1 to 32767 RTC clock pulses. This can be used to
synchronize it with a master clock

e Reference clock detection: a more precise second source clock (50 or 60 Hz) can be
used to enhance the calendar precision

e Digital calibration circuit with 0.95 ppm resolution, to compensate for quartz crystal
inaccuracy

e Timestamp feature that can be used to save the calendar content. This function can be
triggered by an event on the timestamp pin, or by a tamper event, or by a switch to
VBAT mode

e 17-bit autoreload wake-up timer (WUT) for periodic events with programmable
resolution and period

e  TrustZone support:
—  RTC fully securable

— Alarm A, alarm B, wake-up timer and timestamp individual secure or nonsecure
configuration

— Alarm A, alarm B, wake-up timer and timestamp individual privileged protection
The RTC is supplied through a switch that takes power either from the Vpp supply when
present or from the VBAT pin.
The RTC clock sources can be one of the following:
e 32.768 kHz external crystal (LSE)
e external resonator or oscillator (LSE)
e internal low-power RC oscillator (LSI, with typical frequency of 32 kHz)
e high-speed external clock (HSE), divided by a prescaler in the RCC.
The RTC is functional in Vgar mode and in all low-power modes when it is clocked by the

LSE. When clocked by the LSI, the RTC is not functional in Vgar mode, but is functional in
all low-power modes except Shutdown mode.
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All RTC events (alarm, wake-up timer, timestamp) can generate an interrupt and wake-up
the device from the low-power modes.

Tamper and backup registers (TAMP)

The antitamper detection circuit is used to protect sensitive data from external attacks. 32
32-bit backup registers are retained in all low-power modes and also in Vgar mode. The
backup registers, as well as other secrets in the device, are protected by this antitamper
detection circuit with eight tamper pins and eleven internal tampers. The external tamper
pins can be configured for edge detection, or level detection with or without filtering, or
active tamper that increases the security level by auto checking that the tamper pins are not
externally opened or shorted.

TAMP main features:

e  Atamper detection can erase the backup registers, backup SRAM, SRAM2, caches,
and HASH peripherals.

e 32 32-bit backup registers:

—  The backup registers (TAMP_BKPxR) are implemented in the backup domain that
remains powered-on by Vgat when the Vpp power is switched off.

e Up to 8 tamper pins for 8 external tamper detection events:

— Active tamper mode: continuous comparison between tamper output and input to
protect from physical open-short attacks

—  Flexible active tamper I/O management: from 4 meshes (each input associated to
its own exclusive output) to 7 meshes (single output shared for up to 7 tamper
inputs)

— Passive tampers: ultra-low-power edge or level detection with internal pull-up
hardware management

—  Configurable digital filter

e 11 internal tamper events to protect against transient or environmental perturbation
attacks:

—  Backup domain voltage monitoring
—  Temperature monitoring
—  LSE monitoring
— RTC calendar overflow
— JTAG/SWD access if RDP different from 0
—  Monotonic counter overflow
—  RNG fault
— Independent watchdog reset when tamper flag is already set
— 3 ADC4 watchdogs
e  Each tamper can be configured in two modes:

— Hardware mode: immediate erase of secrets on tamper detection, including
backup registers erase

—  Software mode: erase of secrets following a tamper detection launched by
software

e Any tamper detection can generate an RTC time stamp event.
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TrustZone support:
—  Tamper secure or nonsecure configuration
—  Backup registers configuration in 3 configurable-size areas:
- 1 read/write secure area
- 1 write secure/read nonsecure area
- 1 read/write nonsecure area
Tamper configuration and backup registers privilege protection
Monotonic counter

Inter-integrated circuit interface (12C)

The device embeds four 12C. Refer to Table 20 for the features implementation.

The I12C bus interface handles communications between the microcontroller and the serial
I2C bus. It controls all 1°C bus-specific sequencing, protocol, arbitration, and timing.

The 12C peripheral supports:

[2C-bus specification and user manual rev. 5 compatibility:

—  Slave and Master modes, multimaster capability

—  Standard-mode (Sm), with a bit rate up to 100 Kbit/s

—  Fast-mode (Fm), with a bit rate up to 400 Kbit/s

—  Fast-mode Plus (Fm+), with a bit rate up to 1 Mbit/s and 20 mA output drive I/Os
—  7-bit and 10-bit addressing mode, multiple 7-bit slave addresses

—  Programmable setup and hold times

—  Optional clock stretching

System management bus (SMBus) specification rev 3.0 compatibility:

— Hardware PEC (packet error checking) generation and verification with
ACK control

— Address resolution protocol (ARP) support
— SMBus alert
Power system management protocol (PMBus) specification rev 1.3 compatibility

Independent clock: a choice of independent clock sources allowing the 12c
communication speed to be independent from the PCLK reprogramming

Autonomous functionality in Stop modes with wake-up from Stop capability
Programmable analog and digital noise filters
1-byte buffer with DMA capability

Table 20. 12C implementation

12C features(! 12¢c1 12Cc2 12C3 12c4

Standard-mode (up to 100 Kbit/s) X X X X

Fast-mode (up to 400 Kbit/s)

X
Fast-mode Plus with 20 mA output drive 1/Os (up to 1 Mbit/s) X
X

Programmable analog and digital noise filters

X | X | X
X | X | X
X | X | X

3
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Table 20. 12C implementation (continued)

12C features(! I2C1 | 12c2 | 12C3 | 12Cc4
SMBus/PMBus hardware support X X X X
Independent clock X X X X
Autonomous in Stop 0, Stop 1 mode with wake-up capability X X X X
Autonomous in Stop 2 mode with wake-up capability - - X -

1. X: supported

Universal synchronous/asynchronous receiver transmitter

(USART/UART)

and low-power universal asynchronous receiver transmitter

(LPUART)

The devices embed three universal synchronous receiver transmitters (USART1, USART?2,
and USART3), two universal asynchronous receiver transmitters (UART4, UART5) and one
low-power universal asynchronous receiver transmitter (LPUART1).

Table 21. USART, UART, and LPUART features

USART modes/features(!) USART1/2/3 UART4/5 LPUART1
Hardware flow control for modem X X X
Continuous communication using DMA X X X
Multiprocessor communication X X X
Synchronous SPI mode (master/slave) X - -
Smartcard mode X - -
Single-wire half-duplex communication X X X
IrDA SIR ENDEC block X X -
LIN mode X X -
Dual-clock domain and wake-up from Stop mode x@ x@ X®)
Receiver timeout interrupt X X -
Modbus communication X X -
Auto-baud rate detection X X -
Driver enable X X X
USART data length 7, 8 and 9 bits
Tx/Rx FIFO X | X | X
Tx/Rx FIFO size 8 bytes
Autonomous mode X ‘ X ‘ X
1. X = supported.
2. Wake-up supported from Stop 0 and Stop 1 modes.
3. Wake-up supported from Stop 0, Stop 1 and Stop 2 modes.
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Universal synchronous/asynchronous receiver transmitter
(USART/UART)

The USART offers a flexible means to perform full-duplex data exchange with external
equipment requiring an industry standard NRZ asynchronous serial data format. A very wide
range of baud rates can be achieved through a fractional baud rate generator.

The USART supports both synchronous one-way and half-duplex single-wire
communications, as well as LIN (local interconnection network), Smartcard protocol, IrDA
(infrared data association) SIR ENDEC specifications, and modem operations (CTS/RTS).
Multiprocessor communications are also supported.

High-speed data communications up to 20 Mbauds are possible by using the DMA (direct
memory access) for multibuffer configuration.

The USART main features are:

e  Full-duplex asynchronous communication

e NRZ standard format (mark/space)

e Configurable oversampling method by 16 or 8 to achieve the best compromise
between speed and clock tolerance

e Baud rate generator systems

e  Two internal FIFOs for transmit and receive data
Each FIFO can be enabled/disabled by software and come with a status flag.

e  Acommon programmable transmit and receive baud rate

e Dual-clock domain with dedicated kernel clock for peripherals independent from PCLK
e  Auto baud rate detection

e  Programmable data word length (7, 8 or 9 bits)

e  Programmable data order with MSB-first or LSB-first shifting

e Configurable stop bits (1 or 2 stop bits)

e  Synchronous SPI Master/Slave mode and clock output/input for synchronous
communications

e  SPI slave transmission underrun error flag
e  Single-wire half-duplex communications
e  Continuous communications using DMA
e Received/transmitted bytes are buffered in reserved SRAM using centralized DMA
e  Separate enable bits for transmitter and receiver
e  Separate signal polarity control for transmission and reception
e  Swappable Tx/Rx pin configuration
e  Hardware flow control for modem and RS-485 transceiver
e  Communication control/error detection flags
e  Parity control:
—  Transmits parity bit
—  Checks parity of received data byte
e Interrupt sources with flags

e  Multiprocessor communications: wake-up from Mute mode by idle line detection or
address mark detection

¢  Autonomous functionality in Stop mode with wake-up from stop capability
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e LIN master synchronous break send capability and LIN slave break detection capability

—  13-bit break generation and 10/11-bit break detection when USART is hardware
configured for LIN

e IrDA SIR encoder decoder supporting 3/16-bit duration for Normal mode
e  Smartcard mode

— Supports the T=0and T = 1 asynchronous protocols for smartcards as defined in
the ISO/IEC 7816-3 standard

— 0.5 and 1.5 stop bits for Smartcard operation
e  Support for Modbus communication

—  Timeout feature

—  CRILF character recognition

Low-power universal asynchronous receiver transmitter (LPUART)

The LPUART supports bidirectional asynchronous serial communication with minimum
power consumption. It also supports half-duplex single-wire communication and modem
operations (CTS/RTS). It allows multiprocessor communication.

Only a 32.768 kHz clock (LSE) is needed to allow LPUART communication up to

9600 baud. Therefore, even in Stop mode, the LPUART can wait for an incoming frame
while having an extremely low energy consumption. Higher-speed clock can be used to
reach higher baud rates.

The LPUART interface can be served by the DMA controller.

The LPUART main features are:

e  Full-duplex asynchronous communications

e NRZ standard format (mark/space)

e  Programmable baud rate

e  From 300 baud/s to 9600 baud/s using a 32.768 kHz clock source

e Higher baud rates can be achieved by using a higher frequency clock source

e Two internal FIFOs to transmit and receive data
Each FIFO can be enabled/disabled by software and come with status flags for
FIFO states.

e Dual-clock domain with dedicated kernel clock for peripherals independent from PCLK
e  Programmable data word length (7 or 8 or 9 bits)

e  Programmable data order with MSB-first or LSB-first shifting

e  Configurable stop bits (1 or 2 stop bits)

e  Single-wire half-duplex communications

e  Continuous communications using DMA

e Received/transmitted bytes are buffered in reserved SRAM using centralized DMA
e  Separate enable bits for transmitter and receiver

e  Separate signal polarity control for transmission and reception

e  Swappable Tx/Rx pin configuration

e Hardware flow control for modem and RS-485 transceiver
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e Transfer detection flags:
—  Receive buffer full
—  Transmit buffer empty
— Busy and end of transmission flags
e  Parity control:
—  Transmits parity bit
—  Checks parity of received data byte
e  Four error detection flags:
Overrun error
Noise detection
Frame error
Parity error
e Interrupt sources with flags

e  Multiprocessor communications: wake-up from Mute mode by idle line detection or
address mark detection

e  Autonomous functionality in Stop mode with wake-up from Stop capability

Serial peripheral interface (SPI)

The devices embed three serial peripheral interfaces (SPI) that can be used to
communicate with external devices while using the specific synchronous protocol. The SPI
protocol supports half-duplex, full-duplex, and simplex synchronous, serial communication
with external devices.

The interface can be configured as master or slave and can operate in multislave or
multimaster configurations. The device configured as master provides communication clock
(SCK) to the slave device. The slave select (SS) and ready (RDY) signals can be applied
optionally just to setup communication with concrete slave and to assure it handles the data
flow properly. The Motorola® data format is used by default, but some other specific modes
are supported as well.

The SPI main features are:

e  Full-duplex synchronous transfers on three lines

e  Half-duplex synchronous transfer on two lines (with bidirectional data line)

e  Simplex synchronous transfers on two lines (with unidirectional data line)

e  4-bit to 32-bit data size selection or fixed to 8-bit and 16-bit only

e  Multimaster or multislave mode capability

¢ Dual-clock domain, separated clock for the peripheral kernel that can be independent
of PCLK

e Baud rate prescaler up to kernel frequency/2 or bypass from RCC in Master mode
e  Protection of configuration and setting

e Hardware or software management of SS for both master and slave

e  Adjustable minimum delays between data and between SS and data flow

e Configurable SS signal polarity and timing, MISO x MOSI swap capability

e  Programmable clock polarity and phase

e  Programmable data order with MSB-first or LSB-first shifting

3
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Programmable number of data within a transaction to control SS and CRC
Dedicated transmission and reception flags with interrupt capability

SPI Motorola® and Texas Instruments® formats support

Hardware CRC feature can secure communication at the end of transaction by:
— Adding CRC value in Tx mode

— Automatic CRC error checking for Rx mode

Error detection with interrupt capability in case of data overrun, CRC error, data
underrun at slave, mode fault at master

Two 16x or 8x 8-bit embedded Rx and TxFIFOs with DMA capability
Programmable number of data in transaction
Configurable FIFO thresholds (data packing)

Configurable behavior at slave underrun condition (support of cascaded circular
buffers)

Autonomous functionality in Stop modes (handling of the transaction flow and required
clock distribution) with wake-up from stop capability

Optional status pin RDY signalizing the slave device ready to handle the data flow.

Table 22. SPI features

SPHI, SPI2 SPI3

SPI feature (full feature set instances) | (limited feature set instance)

Data size Configurable from 4 to 32-bit 8/16-bit

CRC computation

CRC polynomial length CRC polynomial length
configurable from 5 to 33-bit | configurable from 9 to 17-bit

wake-up capability

Size of FIFOs 16x 8-bit 8x 8-bit

Number of transfered data Unlimited, expandable Up to 1024, no data counter
Agtonomous in Stop. O Stop 1 mode Yes Yes

with wake-up capability

Autonomous in Stop 2 mode with No Yes

Serial audio interfaces (SAl)

The devices embed two SAls. Refer to Table 23: SAl implementation for the features
implementation. The SAl bus interface handles communications between the
microcontroller and the serial audio protocol.

The SAIl peripheral supports:

Two independent audio subblocks that can be transmitters or receivers with their
respective FIFO

8-word integrated FIFOs for each audio subblock
Synchronous or asynchronous mode between the audio subblocks
Master or slave configuration independent for both audio subblocks

Clock generator for each audio block to target independent audio frequency sampling
when both audio subblocks are configured in master mode
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e Data size configurable: 8-, 10-, 16-, 20-, 24-, 32-bit

e Peripheral with large configurability and flexibility allowing to target as example the
following audio protocol: I12S, LSB or MSB-justified, PCM/DSP, TDM, AC’'97 and

SPDIF out

e Up to 16 slots available with configurable size and with the possibility to select which

ones are active in the audio frame

e Number of bits by frame may be configurable

e Frame synchronization active level configurable (offset, bit length, level)

e  First active bit position in the slot is configurable

° LSB first or MSB first for data transfer
. Mute mode
e  Stereo/mono audio frame capability

e  Communication clock strobing edge configurable (SCK)
e  Error flags with associated interrupts if enabled respectively

— Overrun and underrun detection

Anticipated frame synchronization signal detection in Slave mode
Late frame synchronization signal detection in Slave mode

—  Codec not ready for the AC’97 mode in reception

e Interruption sources when enabled:
—  Errors
—  FIFO requests

° DMA interface with two dedicated channels to handle access to the dedicated

integrated FIFO of each SAI audio subblock.

Table 23. SAl implementation

SAl features(") SAI1 SAI2
128, LSB or MSB-justified, PCM/DSP, TDM, AC’97 X X
Mute mode X X
Stereo/mono audio frame capability. X X
16 slots X X
Data size configurable: 8-, 10-, 16-, 20-, 24-, 32-bit X X
FIFO size X (8 words) X (8 words)
SPDIF X X
PDM X -

1. X: supported

Secure digital input/output and MultiMediaCards interface

(SDMMC)

The SDMMC (SD/SDIO embedded MultiMediaCard esMMC™ host interface) provides
an interface between the AHB bus and SD memory cards, SDIO cards and esMMC devices.
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The MultiMediaCard system specifications are available through the MultiMediaCard
association website at www.mmca.org, published by the MMCA technical committee.

SD memory card and SD I/O card system specifications are available through the SD card
Association website at www.sdcard.org.
The SDMMC features include the following:
e  Compliance with Embedded MultiMediaCard System Specification Version 5.1
Card support for three different databus modes: 1-bit (default), 4-bit and 8-bit

(HS200 SDMMC_CK speed limited to maximum allowed 1/O speed) (HS400 is not
supported).

e  Full compatibility with previous versions of MultiMediaCards (backward compatibility).
e  Full compliance with SD memory card specifications version 6.0

(SDR104 SDMMC_CK speed limited to maximum allowed 1/O speed, SPI mode and
UHS-II mode not supported).

e  Full compliance with SDI/O card specification version 4.0
Card support for two different databus modes: 1-bit (default) and 4-bit

(SDR104 SDMMC_CK speed limited to maximum allowed 1/O speed, SPI mode and
UHS-II mode not supported).

e Data transfer up to 208 Mbyte/s for the 8-bit mode

(Depending maximum allowed 1/O speed).
e Data and command output enable signals to control external bidirectional drivers
e |IDMAlinked list support

The MultiMediaCard/SD bus connects cards to the host.

The current version of the SDMMC supports only one SD/SDIO/e*MMC card at any one
time and a stack of esMMC.

Table 24. SDMMC features

SDMMC modesi/features(!) SDMMCA SDMMC2
Variable delay (SDR104, HS200) X X
SDMMC_CKIN X -
SDMMC_CDIR, SDMMC_DODIR X -
SDMMC_D123DIR X -

1. X = supported.

When SDMMC peripherals are used simultaneously:
e  Only one can be used in esMMC with 8-bit bus width.

e The SDMMC1 SDIO voltage switch use is mutually exclusive with SDMMC?2 interfacing
e*MMC with 8-bit bus width, as follows:

—  1f SDMMC1 has to support SDIO UHS-I modes (SDR12, SDR25, SDR50,
SDR104, or DDR50), SDMMC2 cannot support esMMC with 8-bit bus width.

— if SDMMC2 has to support esMMC with 8-bit bus width, SDMMC1 supports only
SDIO default mode and high-speed mode.
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3.46 Controller area network (FDCAN)

The controller area network (CAN) subsystem consists of one CAN module, a shared
message RAM memory and a configuration block.

The modules (FDCAN) are compliant with ISO 11898-1: 2015 (CAN protocol specification
version 2.0 part A, B) and CAN FD protocol specification version 1.0.

A 0.8-Kbyte message RAM implements filters, receives FIFOs, transmits event FIFOs and
transmits FIFOs.

The FDCAN main features are:

e  Conform with CAN protocol version 2.0 part A, B, and ISO 11898-1: 2015, -4

e  CAN FD with maximum 64 data bytes supported

e  CAN error logging

e AUTOSAR and J1939 support

e Improved acceptance filtering

e 2 receive FIFOs of three payloads each (up to 64 bytes per payload)

e  Separate signaling on reception of high priority messages

e  Configurable transmit FIFO / queue of three payloads (up to 64 bytes per payload)
e Configurable transmit Event FIFO

e Programmable loop-back test mode

e Maskable module interrupts

e  Two clock domains: APB bus interface and CAN core kernel clock

e Power-down support

3.47 USB on-the-go full-speed (OTG_FS)

The devices embed a USB OTG full-speed device/host/OTG peripheral with integrated
transceivers. The USB OTG_FS peripheral is compliant with the USB 2.0 specification and
with the OTG 2.0 specification. It has software-configurable endpoint setting and supports
suspend/resume.

This interface requires a precise 48 MHz clock that can be generated from the internal main
PLL (the clock source must use a HSE crystal oscillator) or by the internal 48 MHz oscillator
(HSI48) in automatic-trimming mode. The synchronization for this oscillator can be taken
from the USB data stream itself (SOF signalization) that allows crystal less operation.

The OTG_FS features are:

e  USB-IF certified to the Universal Serial Bus Specification Rev 2.0

e On-chip full-speed PHY

e  Full support (PHY) for the optional OTG (on-the-go) protocol detailed in the OTG
Supplement Rev 2.0 specification

— Integrated support for A-B device identification (ID line)

— Integrated support for host negotiation protocol (HNP) and session request
protocol (SRP)

— Allows host to turn Vg off to conserve battery power in OTG applications
—  Supports OTG monitoring of Vg g levels with internal comparators
—  Supports dynamic host-peripheral switch of role
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e  Software-configurable to operate as:
—  SRP capable USB FS peripheral (B-device)
—  SRP capable USB FS/LS host (A-device)
— USB On-The-Go Full-Speed dual role device
e  Supports FS SOF and LS keep-alives with
—  SOF pulse PAD connectivity
—  SOF pulse internal connection to timer (TIMx)
Configurable framing period
Configurable end of frame interrupt
e USB 2.0 link power management (LPM) support

e Includes power saving features such as system stop during USB suspend, switch-off
of clock domains internal to the digital core, PHY, and DFIFO power management.

e Dedicated RAM of 1.25 Kbytes with advanced FIFO control:

—  Configurable partitioning of RAM space into different FIFOs for flexible and
efficient use of RAM

— Each FIFO able to hold multiple packets
—  Dynamic memory allocation

—  Configurable FIFO sizes that are not powers of two to allow the use of contiguous
memory locations

e Max guaranteed USB bandwidth for up to one frame (1 ms) without system intervention

e  Support of charging port detection as described in Battery Charging Specification
revision 1.2 on the FS PHY transceiver only.

Host-mode features:
e External charge pump for VBUS voltage generation.

e Upto 12 host channels (pipes): each channel is dynamically reconfigurable to allocate
any type of USB transfer.

e  Built-in hardware scheduler holding:

— Up to 12 interrupt plus isochronous transfer requests in the periodic hardware
queue

— Up to 12 control plus bulk transfer requests in the nonperiodic hardware queue
e Management of a shared Rx FIFO, a periodic Tx FIFO and a nonperiodic Tx FIFO for
efficient usage of the USB data RAM
Peripheral-mode features:
e 1 bidirectional control endpoint0
e 5 IN endpoints (EPs) configurable to support bulk, interrupt, or isochronous transfers
e 5 OUT endpoints configurable to support bulk, interrupt, or isochronous transfers

e Management of a shared Rx FIFO and a Tx-OUT FIFO for efficient usage of the USB
data RAM

e Management of up to 6 dedicated Tx-IN FIFOs (one for each active IN EP) to put less
load on the application

e  Support for the soft disconnect feature

3
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USB Type-C /USB Power Delivery controller (UCPD)

The device embeds one controller (UCPD) compliant with USB Type-C Cable and
Connector Specification release 2.0 and USB Power Delivery Rev. 3.0 specifications.

The controller uses specific I/Os supporting the USB Type-C and USB power delivery
requirements, featuring:

USB Type-C pull-up (Rp, all values) and pull-down (Rd) resistors

“Dead battery” support

USB power delivery message transmission and reception

FRS (fast role swap) support

The digital controller handles notably:
e USB Type-C level detection with debounce, generating interrupts
FRS detection, generating an interrupt

Byte-level interface for USB power delivery payload, generating interrupts
(DMA compatible)

USB power delivery timing dividers (including a clock prescaler)
CRC generation/checking

4b5b encode/decode

Ordered sets (with a programmable ordered set mask at receive)

e  Frequency recovery in receiver during preamble

The interface offers low-power operation compatible with Stop mode, maintaining the
capacity to detect incoming USB power delivery messages and FRS signaling.

Development support

Serial-wire/JTAG debug port (SWJ-DP)

The Arm SWJ-DP interface is embedded and is a combined JTAG and serial-wire debug
port that enables either a serial wire debug or a JTAG probe to be connected to the target.

Debug is performed using two pins only instead of five required by the JTAG (JTAG pins can
be reused as GPIO with alternate function): the JTAG TMS and TCK pins are shared with
SWDIO and SWCLK, respectively, and a specific sequence on the TMS pin is used to
switch between JTAG-DP and SW-DP.

Embedded Trace Macrocell

The Arm Embedded Trace Macrocell (ETM) provides a greater visibility of the instruction
and data flow inside the CPU core by streaming compressed data at a very high rate from
the devices through a small number of ETM pins to an external hardware trace port analyzer
(TPA) device.

Real-time instruction and data flow activity be recorded and then formatted for display on
the host computer that runs the debugger software. TPA hardware is commercially available
from common development tool vendors.

The ETM operates with third party debugger software tools.
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4 Pinout, pin description and alternate functions

41 Pinout/ballout schematics
Figure 7. LQFP48_SMPS pinout
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1. The above figure shows the package top view.
Figure 8. LQFP48 pinout
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Figure 9. UFQFPN48_SMPS pinout
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Figure 10. UFQFPN48 pinout
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Figure 11. LQFP64_SMPS pinout

o
=
o
= 2
- I E RS D
oo I oooom@o0O0O00««
> >>0 000000000000
Hininininininininininininininin
T MO N - O D ON O WU T O N« O O
© © © © © OV VWL WO WL W WWW W
VBAT [] 1 48 [] VDDUSB
PC13 [ 2 47 ] vss
PC14-0SC32_IN [ 3 46 [] PA13
PC15-0SC32_OUT [| 4 45 [7] PA12
PHO-OSC_IN [| 5 44 [ PA11
PH1-OSC_OUT [ 6 43 [ PA10
NRST [] 7 42 [ PA9
PCO[] 8 41[7] PA8
PC1[]9 LQFP64 40 [] PC9
PC2 [] 10 39 [] PC8
PC3 [ 11 38 [] PC7
VSSA [] 12 37 [] PC6
VDDA [] 13 36 [] PB15
PAO [] 14 35 ] PB14
PA1 [] 15 34 ] PB13
PA2 [] 16 33 [] vDD
N O O O «— N O S 10 © N~ 0 O - N
- - - NN NN AN NN N NN AN ANAN AN MmO
oo og
2 [N =) }r 2 2 2 8 E g e n v = 1))
o Q g [ I M o WY T AW E % % % 8 <§
n n n
3887
>s > MSv62929V1
1. The above figure shows the package top view.
Figure 12. LQFP64 pinout
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Figure 13. WLCSP90_SMPS ballout
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1. The above figure shows the package top view.
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Figure 14. LQFP100_SMPS pinout
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Figure 15. LQFP100 pinout
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Figure 16. UFBGA132_SMPS ballout
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1. The above figure shows the package top view.
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Figure 17. UFBGA132 ballout
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1. The above figure shows the package top view.
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Pinout, pin description and alternate functions

Figure 19. LQFP144 pinout
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Figure 20. UFBGA169_SMPS ballout
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1. The above figure shows the package top view.
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Figure 21. UFBGA169 ballout
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1. The above figure shows the package top view.
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Pinout, pin description and alternate functions

4.2 Pin description
Table 25. Legend/abbreviations used in the pinout table
Name Abbreviation Definition
Pin name Unless otherwise specified in b.rackets below the pin name, the pin function during
and after reset is the same as the actual pin name
S Supply pin
Pin type | Input only pin

/0 Input/output pin

FT 5V-tolerant I/0

TT 3.6V-tolerant 1/0O
RST Bidirectional reset pin with embedded weak pull-up

resistor
Option for TT or FT os™
_a I/0, with analog switch function supplied by Vppa
_C 1/0 with USB Type-C power delivery function
1/O structure _d 1/0 with USB Type-C power delivery dead battery function

_f 1/0, Fm+ capable

_h 1/0 with high-speed low-voltage mode

_0 1/0 with OSC32_IN/OSC32_OUT capability

_s 1/0 supplied only by Vppjo2

_t I/0 with a function supplied by Vg

_u I/0, with USB function supplied by Vppysg

_Vv 1/O very high-speed capable

Notes Unless otherwise specified by a note, all I/Os are set as analog inputs during and after
reset.
pin f::]irt?:r:z Functions selected through GPIOx_AFR registers
functions Additi.onal Functions directly selected/enabled through peripheral registers
functions

1. The related I/O structures in the table below are a concatenation of various options. Examples: FT_hat, FT_fs, FT_u, TT_a.
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Table 26. STM32U575xx pin definitions("

Pin number
» » (7] (7] o
0nwol n o g o g o . o 5
a=2 =5 | s |2 | s |2 © o o Pin name <% 5 o i
%2 ?, N | ®» 2 (7] g $<zr S ‘8_ < § < (function after 2 2 % Alternate functions Addltl_onal
o < | S| e|w |y &laaja | g | L 8| Z ¢ £ = > functions
=z & S - < A= I TR TH T o (0) I o reset) T
sale | S| 5 |l<s|s|<]|egc|g|m|g| @ o)
T ™ 8 & | o L | g | 2L 2 Ol e T =
g o 3 o m o m =] =] =]
S5 4 E 35|38
TRACECLK, TIM3_ETR,
SAI1_CK1, TSC_G7_I01, ]
- - - 1 B3 1 A1 - - 1 B3 1 A1 PE2 /10| FT_ha| - LPGPIO1_P14, FMC_A23,
SAI1_MCLK_A, EVENTOUT
TRACEDO, TIM3_CH1,
= OCTOSPIM_P1_DQS, TAMP_IN6/
- - |C15| 2 | A2 | 2 D3 - - 2 | A2 2 D3 PE3 110 hat |~ TSC_G7_102, LPGPIO1_P15, TAMP_
FMC_A19, SAI1_SD_B, OUT3
EVENTOUT
TRACED1, TIM3_CH2, SAI1_D2, WKUP1,
FT_ MDF1_SDI3, TSC_G7_103, TAMP_IN7/
) - |D14) 3 B2 3 C2 - ) 3 |B2| 3 C2 PE4 VO | “hat |- DCMI_D4/PSSI_D4, FMC_A20, TAMP_
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TRACED2, TIM3_CH3, SAI1_CK2, WKUP2,
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. - |E13 4 AT 4 D2 . 4 | AT 4 D2 PES VO hat | - DCMI_D6/PSSI_D6, FMC_A21, TAMP_
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1 1 |C17| 6 B1 6 | C1 1 1 6 B1 6 | C1 VBAT - - - -
-l - - - - -2 - -] - -] - ]F2| vss - - - -
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Table 26. STM32U575xx pin definitions(!) (continued)

Pin number
n » » » o
nol n o | @ o | @ o . ® 5
222|252 |3|5 |30l <|o|8|g|8]| Pinname [8| § |g Additional
Dol ® | 2|0 | q|9P | a|FZ2 0|2 | = || o | (functionafter | = 2 5 Alternate functions .
2 o | @& | |8l || < |53 | < £ - functions
3l 2|8 |F |8 |exle Bl |k |O reset) a |z
o - - 'y [T o o
oalo | | g | </ 2| <99 G | g|@|g| @ o
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TAMP_
OouT2
PC14- @)
3 3 |D18| 8 |C1| 8 | D1]| 